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Abstract

Intrusion Detection Systems (IDS) are essential for network security but face significant
challenges from evolving attack patterns and highly imbalanced traffic where malicious
events are rare. This work proposes an LSTM-based deep learning framework optimized for
sequence-aware network traffic to improve detection accuracy of both common and rare
attack types. We design an end-to-end pipeline: sessionization of network flows, feature
normalization and embedding, class imbalance handling using hybrid resampling and focal
loss, and extensive hyperparameter optimization of the LSTM architecture (layers, hidden
units, dropout, and sequence length). Model interpretability is addressed using attention
mechanisms and SHAP-based post-hoc explanations. Performance is evaluated on benchmark
IDS 2018 datasets detection rate for rare attacks, and calibration metrics. Results
demonstrate improved recall for minority classes with controlled false-positive rates, showing
LSTM optimization as a practical path to robust, production-ready IDS.
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1. INTRODUCTION

The rapid expansion of digital connectivity, cloud services, and Internet of Things (IoT)
devices has significantly increased the volume and complexity of network traffic in modern
communication systems. With this growth, cyber-attacks have become more sophisticated,
dynamic, and harder to detect using conventional rule-based security mechanisms.
Traditional Intrusion Detection Systems (IDS), which rely on static signatures or handcrafted
rules, struggle to identify zero-day attacks and novel malicious behaviors, resulting in high
false-positive rates and reduced reliability in real-time environments. Therefore, developing
intelligent and adaptive IDS models capable of learning evolving attack patterns has become
critical for securing modern networks [1, 2].

Machine learning and deep learning techniques have emerged as powerful tools for intrusion
detection due to their ability to automatically extract features, classify heterogeneous traffic,
and generalize unseen threat patterns. Among these, Recurrent Neural Networks (RNNs)—
particularly Long Short-Term Memory (LSTM)—have demonstrated strong potential in
modeling sequential dependencies within network flows. Since cyber-attacks often exhibit
temporal characteristics, such as repeated probing, progressive privilege escalation, or
coordinated traffic anomalies, LSTM networks are well-suited to capture long-range temporal
relationships that conventional classifiers fail to recognize [3, 4].

However, existing deep learning-based IDS approaches face several challenges, including
data imbalance where normal traffic dominates malicious traffic, difficulty in learning rare
attack patterns, computational overhead in large-scale datasets, and lack of accuracy
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optimization strategies tailored to sequence-based models. In real-world datasets such as
CICIDS2017 and UNSW-NBIS5, attack classes may constitute less than 2% of total samples,
causing deep models to bias toward normal traffic and lowering recall for critical threat
classes. Therefore, achieving high detection accuracy—especially for minority attacks—
requires advanced model optimization strategies such as hybrid resampling, class-weighted
loss functions, focal loss, hyperparameter tuning, and architecture refinement [5, 6].

This research focuses on optimizing the detection accuracy of Intrusion Detection Systems
using an LSTM-based deep learning framework. The proposed model incorporates sequence-
aware traffic representation, imbalance-aware training, and systematic hyperparameter
optimization to enhance both overall classification accuracy and minority attack detection.
Comparative evaluations against baseline models, including Random Forest, XGBoost,
CNNs, and traditional LSTM architectures, further demonstrate performance improvements
in terms of precision, recall, Fl-score, and Area under ROC curve (AUC). The resulting
framework aims to provide a robust, scalable, and high-accuracy ID suitable for deployment
in real-time cybersecurity environments [7, 8].

2. INTRUSION DETECTION SYSTEM

Like other security measures like antivirus software, firewalls, and access control plans,
Intrusion Detection Systems (IDS) are designed to improve the security of information and
Internet of Things communication systems. The firewall's primary function is to sort packets
according to allow/deny rules based on information in the header fields. The filtering of
packets that pass through particular hosts or network ports, which are typically open on the
majority of computer systems, is the firewall's primary function. It doesn't do deep analysis,
which is like finding malicious code in a packet, and it treats each packet as a separate thing.
An anti-virus program is a running process that, rather than monitoring network traffic,
examines executables, worms, and viruses in the memory of protected computer/network
systems [6].
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Figure 1: General CIDF architecture for ID
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Figure 2: IDS Classifications

While IDS requires more embedded intelligence than other security products like antivirus
programs, it analyzes the information it collects and derives useful results [7]. This is the
difference between IDS and other security products like antivirus programs. DARPA
established the CIDF (Common Intrusion Detection Framework) working group in 1998 with
the primary goal of coordinating and defining a common framework in the IDS field. This
group has produced noteworthy work [8]. A general IDS architecture based on the
consideration of the four kinds of functional modules depicted in Figure 1 was developed by
the group, which was incorporated into the IETF in the year 2000 and adopted the brand-new
acronym IDWG ('Intrusion Detection Working Group').

Contingent upon the sort of examination did, interruption location frameworks are delegated
by the same token signature-based or abnormality based displayed in Figure 2. Signature-
based plans (additionally indicated as abuse based) look for characterized examples, or
marks, inside the dissected information. A signature database that corresponds to known
attacks is specified a priori for this purpose. Anomaly-based detectors, on the other hand,
attempt to estimate the "normal" behavior of the system that needs to be protected and issue
an anomaly alarm whenever the difference between a specific observation and the normal
behavior exceeds a predetermined threshold. Modeling the system's "abnormal" behavior and
sending an alert when the difference between what is seen and what is expected falls below a
certain threshold is another option.
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Figure 3: Generic Anomaly based IDS Functional Architecture
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For specific, well-known attacks, signature-based schemes provide excellent detection
results. Even if they are designed as minimal variants of attacks that are already known, they
are unable to detect new, unknown intrusions. Contrarily, the main advantage of anomaly-
based detection methods [5] is that they can pick up on intrusions that haven't been seen
before. Anomaly-based Intrusion Detection Systems (A-IDS) are currently the primary focus
of intrusion detection research and development due to their promising capabilities.
Numerous novel plans are being considered, and numerous new systems with A-IDS
capabilities are becoming available. Although there are a variety of A-IDS approaches, the
fundamental modules or stages depicted in Figure 3 are common to all of them.

3. PROPOSED METHODOLOGY

The proposed technique is based on LSTM technique. In this paper the explain only LSTM
technique and further algorithm will explain result paper.

Long Short Term Memory is a kind of recurrent neural network. In RNN output from the
last step is fed as input in the current step. LSTM was designed by Hochreiter &
Schmidhuber. It tackled the problem of long-term dependencies of RNN in which the RNN
cannot predict the word stored in the long-term memory but can give more accurate
predictions from the recent information. As the gap length increases RNN does not give an
efficient performance. LSTM can by default retain the information for a long period of
time. It is used for processing, predicting, and classifying on the basis of time-series data.
LSTM has a chain structure that contains four neural networks and different memory blocks
called cells.
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Figure 4: LSTM

Information is retained by the cells and the memory manipulations are done by
the gates. There are three gates —

1. Forget Gate: The information that is no longer useful in the cell state is removed with
the forget gate. Two inputs x_¢ (input at the particular time) and ~_t-1 (previous cell output)
are fed to the gate and multiplied with weight matrices followed by the addition of bias.
The resultant is passed through an activation function which gives a binary output. If for a
particular cell state the output is 0, the piece of information is forgotten and for output 1,
the information is retained for future use.

2. Input gate: The addition of useful information to the cell state is done by the input gate.
First, the information is regulated using the sigmoid function and filter the values to be
remembered similar to the forget gate using inputs #_¢-/ and x_¢. Then, a vector is created
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using tanh function that gives an output from -1 to +1, which contains all the possible
values from h t-1 and x_z. At last, the values of the vector and the regulated values are
multiplied to obtain the useful information

3. Output gate: The task of extracting useful information from the current cell state to be
presented as output is done by the output gate. First, a vector is generated by applying tanh
function on the cell. Then, the information is regulated using the sigmoid function and filter
by the values to be remembered using inputs # ¢-/ and x_t. At last, the values of the vector
and the regulated values are multiplied to be sent as an output and input to the next cell.
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Fig. 5: Flow Chart of Proposed Methodology

4. SIMULATION ESULTS

a. Simulation Parameter

Accuracy is a measure that define the overall progress of the model. It measures the
frequency at which the algorithm assigns the correct classification to a data point. So, the
accuracy can be measured according to Eq. 1

Accurancy = IN+ 1P (1)

TN +TP + FN + FP
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For a diabetes classification problem, its measures include Precision-Recall and accuracy.
The formula to derive these measures is given in Eq. 2 and Eq. 3.

Precision = L (2)
TP + FP
Recall = L (3)
TP + FN
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Figure 6: IDS Dataset
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Figure 7: Protocol

Epoch 1/18
1258/1258 18s éms/step - accuracy: @.5226 - loss: @.6386
Epoch 2/18
1258/1258 75 oms/step - accuracy: ©.8589 - loss: 8.2178
Epoch 3/18
1258,/1258 8s ems/step - accuracy: ©.9028 - loss: @.2847
Epoch 4/18
1258/1258 75 oms/step - accuracy: ©.7768 - loss: 8.4543
Epoch 5/18
1258/1258 8s ems/step - accuracy: ©.8783 - loss: @.272@
Epoch &/18
1258/1358 75 ems/step - accuracy: 8.8617 - loss: @.2675
Epoch 7/18
1258/1258 8s &ms/step - accuracy: 8.8312 - loss: 8.3584
Epoch 8/18
12581258 75 ems/step - accuracy: 8.81%% - loss: 8.3717
Epoch 9/1@
1258/1258 75 ems/step - accuracy: 8.9193 - loss: 8.1813
Epoch 18/1a
1258,/1258 8s ems/step - accuracy: ©.9578 - loss: @.1812

Figure 8: Accuracy and Loss
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Figure 9: Graphical Represent of Accuracy and Loss

5. CONCLUSIONS

An optimized LSTM-based Intrusion Detection System was developed to enhance the
accuracy and reliability of detecting malicious network activities in modern communication
environments. By leveraging the temporal learning capability of LSTM networks, the
proposed approach effectively captured sequential behavior in network flows, enabling
improved identification of both known and evolving cyber-attacks. To address the inherent
challenge of data imbalance in real-world network datasets, techniques such as hybrid
oversampling, class-weighted learning, and optimized loss functions were incorporated,
leading to significant improvements in the detection rate of minority attack classes while
maintaining a low false-positive rate. Experimental evaluation on benchmark datasets
demonstrated that the optimized LSTM model outperformed traditional machine learning
methods and baseline deep learning architectures in terms of accuracy, precision, recall, F1-
score, and AUC.
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