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Abstract: The growth of experienced image processing and editing software has made the manipulation of digital images easy and
imperceptible to the naked eyes. This has increased the demand to assess the trustworthiness of digital images when utilized in crime
investigation, as evidence in court of law and for surveillance purposes. This paper presents a comprehensive investigation of the
progress and challenges within the field of digital image forensics to assist the beginners in developing the understanding, apprehending

the wants and identifying the research gaps in this domain.

Keywords: Digital image forensics, forgery, image authentication, tampering detection, passive forensics, anti-forensics.

1. INTRODUCTION

The development and simple availability of image
processing software and image capturing devices alongside the
convenience of accessibility of the web has increased the
ambivalence within the authenticity of the digital images [1-5].
Uses of digital images as evidence for deciding or judgments
and as support for a scientific argument are examples where not
only ownership of the pictures is required to be established, but
it's equally important to determine their authenticity. Digital
image watermarking and digital signatures are used as active
approach to revive the lost trust in digital images [3]. These
approaches fix some self-authenticating information within the
digital media with the detached of assessing the authenticity and
integrity of the digital images. Digital image watermarking
belongs to the category of active approach [1-3] for image
forensics because it requires the knowledge of the authentication
code and therefore the method wont to embed it into the image.
The hidden information is usually imperceptible and robust
against most of the intended and unintended attacks like
histogram equalization, compression, rotation, cropping,
resampling, filtering, addition of noise etc. But, a serious
disadvantage of active techniques is that they require
manipulation of the first image either during capturing or during
storage. Moreover, the necessity of generating the digital
signature or watermark before saving the pictures involves
specially equipped image capturing devices. Thus, the
utilization of digital signatures and watermarking as image
forensic tools isn't widely adopted [3].

Rather, passive digital image forensics [1-3] has been consider
upon as the solution with the primary objective of validating the
authenticity of the digital images by either detecting tampering or
recovering information about their history. The passive
authenticating methods are blind as these do not require the
knowledge of the original image, but are based on the fact that most
of the image capturing devices and image processing operations
introduce distinct traces within the image generally referred to as
the fingerprints [4, 5]. Passive digital image forensic methods study
underlying fingerprints with respect to the two major working
domains [3]. The first domain pertains to source authentication
where the purpose is to identify the device used for capturing the
image and reconstruct its generation process. The second realm of
digital image forensicsis
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concerned with the detection of tampering to establish if the
image has been manipulated and possibly identify the processes
involved. Counterfeiting a digital image without leaving any
perceptible traces is not so difficult now with the advanced and
user friendly image processing and image editing software. Fig.
(1) depicts the generic active and passive image forensic
approach.

Fig. (1). Generic active and passive image forensic methods

This journal presents a compendious study about the
progress and challenges in the area of digital image forensics
and is organized as follows: Section 2 elucidates the

Digital Signature 1

_________________ 1
W. ﬁ
alemark Watermarked * v

Recovered

Watermark/ Digital image Watermark/ Digital | Watermark
» Signature g Signature
Digital image Embedding Recovery
4 A
Koy = e e e -
Similarity
measure
==~ Optional input

Source Tampering
authentication Detection
(a) Active forensics
Source

Characternistic Features —l

Similarity
measure

(b) Passive forensics

authentication

Feature
——pi Fealure extraction
Digital
image

Tampering
Detection

formation of images accepting a digital camera to understand
the life cycle of a digital image. Section 3 have a
representation of the research aiming to identify and
authenticate the device used to acquire a given digital image.
Section 4 produces the major exploited prospect of research
in digital image forensics domain that is, tampering
detection. Section 5 sheds light on the pill for digital image
forensics. Finally section 6 concludes this paper and attempts
to identify major challenges in this area.
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2. FORMATION OF DIGITAL IMAGES

A digital image life cycle [4, 6] can be represented in three
phases: acquisition, saving and editing. During acquisition
phase, the diaphragm controls the amount of light from the real
scene falling onto the image sensors, the shutter speed
determines the time of exposure and the lens assembly focuses
the light rays to form a coherent image onto the sensors. Digital
cameras [4, 7] generally use either a charge-coupled device
(CCD) or a complementary metal oxide semiconductor (CMOS)
as image sensor. Each sensor is made of light sensitive diodes
called photosites that convert photons falling on it into electric
charge proportional to the intensity of the light. Each sensor
captures the data for a single picture element or pixel in the
image. This will generate grayscale images because the sensors
are unable to distinguish between colors. Usually, colors of an
image are represented as a mixture of varying percentages of the
three primary colors red, green, and blue. The color information
is acquired by using a mosaic of the primary color filters known
as the Color Filter Array (CFA) [7, 8]. When it is laid over
image sensors, only one of the primary color that matches the
characteristics of the individual filter is allowed to pass and the
other two colors are blocked for an individual pixel. Thus,
brightness of one color per pixel is recorded. For example, a
sensor with a green filter records brightness of green light only,
falling on it. The color information of the neighboring pixels is
used to interpolate the other two color components that were not
recorded directly. By combining these two interpolated colors
with the color measured by the site directly, the full color of
each pixel is calculated and the process is called interpolation or
demosaicing [8]. Generally CFA uses twice as many green
filters as there are red or blue filters because human eyes are
more sensitive to green color. Fig. (2) shows the arrangement of
color filters in a CFA, working of color filters and interpolation
process to obtain raw full color image.
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Fig. (2). Arrangement of colors in CFA, working of individual
color filter and interpolation (R corresponds to Red, G corresponds
to Green and B corresponds to Blue colors)

The camera thus converts light into proportional
electrical charge corresponding to a color value for each
pixel. But this conversion process is never perfect. For
example, impurities in the silicon wafers used for making the
sensors create distinctive patterns in each image which are

WwWw.ijrt.org

International Journal of Research and Technology VVolume 8, Issue 4, November_ 2020

imperceptible to the human eye. These patterns are called
"photo response non-uniformity noise," which characterize
the digital cameras based on the make of the sensors used.
To differentiate these fingerprints from those introduced by
the later stages of image life process, they are referred to as
the sensor fingerprints.

The interpolated raw colored images undergo different
in-camera processing operations to conceal and correct the
artifacts introduced by the physical hardware depending
upon the user expectations and the make or model of the
camera. The general operations include linearity and dark
correction, optics correction, gain non-uniformity correction,
noise reduction, exposure and white balancing, color noise
reduction, gamma correction and edge enhancement. The
sequence of these operations may differ depending on the
manufacturer. Most of these operations introduce
characteristic patterns hereby referred to as operational
fingerprints. This in-camera processed image with the
fingerprints introduced by the sensors and the image
processing operations is now ready to be saved. To reduce
the amount of physical storage space required for the
representation of the image, lossy compression is preferred.
Many compression methods are available but Joint
Photographer’s Expert Group (JPEG) compression has been
the choice by most of the image capturing devices. The
compression method itself adds some specific fingerprints to
the image hereby referred to as compression fingerprints.
The compressed image is finally available for use and any
further image processing operation on it is expected to alter
the intrinsic fingerprints of the image and introduce new
fingerprints too.

Fig. (3) summarizes the general steps during image
acquisition by a digital camera with main focus on the
fingerprints introduced by them.
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Fig. (3). General steps during image acquisition by a digital camera

3. DIGITAL IMAGE FORENSICS FORSOURCE
AUTHENTICATION OR IDENTIFICATION

Digital images can be captured by some digital cameras
or scanners and can be generated on computers too. Passive
image forensic techniques for source identification work on
the basic assumption that the fingerprints of the imaging
Sensors, in-camera processing operations and compression
are always present in images. Detection of camera specific
fingerprints identifies the image capturing device and justify
that the image is not computer rendered. The two images
having the same in-camera fingerprints are judged to be
taken by the same device. The absence of fingerprints in
images suggests that either the image is computer generated
or has been maliciously tampered thereby calling for image
integrity verification. Based on the above assumptions the
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published works are presented in this section with respect to
two issues: firstly, to distinguish between the natural and
computer generated images; and secondly, to identify the
image capturing device if the image is natural.

Natural or computer generated images

With the progress in computer graphics technology,
sometimes, computer generated images are so realistic that
they are mistakenly assumed to be natural by human
perception. However, computer generated images do not
fully conform to the natural image characteristics because
the computer is not able to fully synthesize the complex real
world phenomena.

The work presented in [9] uses linear Discrimination
Analysis (LDA) and non-linear Support Vector Machine
(SVM) classifiers based on first-order and higher-order
wavelet statistics to distinguish between the computer
generated and naturally photographed images. The image is
decomposed into four-level separable quadrature mirror
filters to extract the first four-order statistics of the sub-band
coefficients. For every color channel of an image a 72
dimensional feature vector of coefficients and error statistics
is generated. The detection accuracy of the proposed method
with LDA classifier is 54.6% with low false-negative
detection rate of 0.8%. The non-linear SVM classifier
showed improvement in detection accuracy and was able to
classify approximately 66.8% of computer generated images
at the cost of increased false alarm rate of 1.2%.

A geometry-based model motivated by the physical
differences in generation of the natural and computer
generated image is proposed in [10] that calculate the
geometric features using the method of rigid body moments,
surface gradients, second fundamental form and the Beltrami
flow. Other than these two image types, a third class of
images used for classification in the work is the computer
rendered images which are recaptured using a camera. Face
authentication systems and composite image detection
systems are important applications where discerning
recaptured and natural image is important. Multiple feature
descriptors based on local binary pattern, sensor pattern
noise, difference histogram and color are extracted and
compared to classify natural and recaptured images using a
SVM classifier in [11] to achieve a correct detection rate as
high as 97.2%.

The work proposed in [12] uses homomorphic filter to
highlight image detail information. The statistical features of
the contourlet sub-bands of the image are used to construct
the distinguishing features for the proposed least squares
SVM classifier. The proposed method is demonstrated to be
accurate and robust to content preserving manipulation such
as JPEG compression, noise addition, histogram equalization
and filtering.

Device identification

Different imaging devices characterize different
fingerprints depending on their physical hardware and in-
camera processing operations and other parameters resulting
in different patterns on the images captured. Fig. (4) outlines
the basic process involved for imaging device identification.
Assuming that the image under test has been captured by one
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of the candidate imaging devices, its features are extracted.
These features are then compared with the characteristic
fingerprints of the candidate devices and based on some
similarity measure the capturing device is identified.

Image

under ——®|Feature extraction
question 4
" Measure - Device
Te_similarity " identified
&

Imaging device
patterns

Fig. (4). Imaging device identification

4. DIGITAL IMAGE FORENSICS FORTAMPERING
DETECTION

Image tampering is a deliberate attempt to add, remove
or hide some important details of an image without leaving
any obvious traces of the manipulation [1]. The digital
images are generally tampered by region duplication, image
splicing or image retouching. Region duplication is also
recognized as cloning or copy-move attack, where selective
regions from an image are copied, sometimes transformed,
and then pasted to new locations within the image itself with
the main aim of concealing some original image contents.
Image splicing on the other hand uses selected regions from
two or more images to be pasted together for producing a
new image. Sometimes spliced images retain the majority of
one image for background details. Splicing results in
disturbances in the higher order image statistics. Another
commonly used tampering operation is image retouching,
where images with poor quality are modified for enhanced
appeal.

Research is continuously going on to develop and test
new tools to confirm the authenticity of digital images. Many
passive blind image forensic tools have been developed to
detect and locate tampering in digital images based on
different principles. Fig. (5) shows the classification of
passive image forensic tools [13].

Passive mage
Forensic Tools

T T T
Pixel Format Camera Geometric

Phylsics
based based based based based
Examine Investigate Estimate Analyze Evaluate
statistical statistical camera Image image
anomalies correlations fingerprints governed by geometry
introduced with specific laws of
processes physics
Fig. (5). Classification of passive image forensic tools
Some forensic tools rely on statistical anomalies
introduced at pixel levels for detection of  cloning,

resampling and splicing while some other are influenced by
statistical correlation introduced by specific processing like
JPEG or wavelet based compression. These tools belong to
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the class of pixel-based and format-based tools respectively.
If the image acquisition device is known, tampering can be
detected using camera-based forensic techniques that detect
consistency in camera specific fingerprints by modeling and
estimating different camera artifacts like chromatic
aberration and camera response function. It is generally
difficult to exactly match the lighting direction and effects in
different images even when they are captured by the same
camera model. The physics-based forensic techniques
estimate the properties of lighting environment, shadows and
reflections of objects in the image based on relative position
of the objects, texture and surface qualities. Difference in
lighting across an image is used as evidence against
tampering. Some forensic tools exploit the geometry of the
scene and use the difference in the estimated principal points
as evidence of tampering. Authentic images have their
principal point near the center of the image and translation of
objects in the image results in the shift of principal points.

Surveys and studies based on passive blind techniques for
forgery detection [2, 5, 13-14] have focused mainly on region
duplication. Cloning is difficult to be detected because the
copied portion is highly correlated with the background.
Manipulation of the copied region by adding Gaussian noise,
scaling, rotating and using JPEG compression before pasting
worsens the detection of copy-move operation further. A good
cloning detection method is expected to be robust to these
manipulations. General approach widely practiced by forensic
experts for detecting the copy-move forgery is to divide the
image into overlapping blocks and compare the features of the
blocks. These techniques are called block-based techniques.
Discrete Cosine Transform (DCT), Discrete Wavelet Transform
(DWT) and Principal Component Analysis (PCA) etc. have
been used to identify the block feature vectors in the prior
works. The feature vectors are put row-wise in a matrix, which
is then sorted lexicographically. It is expected that similar
blocks will produce similar feature vectors which will come
closer to each other as a result of sorting. An appropriate
distance measure for example, Euclidean distance, with a
threshold is chosen to locate the blocks which are similar. The
techniques which do not divide the image into blocks but use
some key points of the entire image as features are said to be
key-point based techniques. These techniques use  Shift
Invariant Feature Transform (SIFT) and Speeded-up Robust
Features (SURF) etc. to compute features from the image
regions with high entropy. Thus, the block based and the key-
point based techniques differ in computing the feature vectors of
the image. The need to compare each possible pair of blocks
makes the block-based approach costly in terms of computation
time. The basic approach to copy-move forgery detection is
shown in Fig. (6).

Feature
extraction by (Lexicographical T
Y . N

(Eg.DCT, DWT, |—|,-' sortusing stable} I—|--’
PCA, SIFT, SURF; sort)

Input image
(Divided into b,
overlapping blocks) I—|/

Sorting Locatecopied region
(Based on Euclidean

distance)

Fig. (6). Basic approach to copy-move forgery detection

The two major aspects of research on the block based
methods aims at reducing the time complexity and finding out

WWW.ijrt.org

International Journal of Research and Technology VVolume 8, Issue 4, November_ 2020

the best features of the block. An attempt to save execution time
of block-based approach by using a nine dimensional intensity
based feature vector has been made in [15]. Each overlapping
block is further divided into four non-overlapping sub-blocks as
shown in Fig. (7). Top-left pixel location of each block is saved
and the feature vector for each block is normalized to integers
between 0 and 255 before sorting. The shift vector of the saved
positions for each pair of sorted adjacent feature vectors is
calculated as the difference between them. If the shift vectors
are equal, it is considered as the possible presence of the
duplicated region. To reduce the falsely detected similar
regions, median filtering and connected component analysis is
performed. The proposed features resisted Gaussian noise and
JPEG compression fairly well even under rotation at specific
angles. Also, use of radix sort for sorting the feature vectors
instead of lexicographical sort reduced the computational time.
But the work fails to detect small regions copied.

se1 |seo \\ SB1 SB3 //
s -~
sB3 [sB4 sz, || see
In [15] In [16]

Fig. (7). Sub-blocking in [15] and [16]

The approach proposed in [15] was improved in terms of
the speed and accuracy in [16] by using DWT to reduce the
image resolution. This dimensionally reduced image is
divided into blocks. Each block is further divided into four
diagonal overlapping sub-blocks as shown in Fig. (7).
Intensity based nine dimensional feature vector based on the
sub-blocks is found for individual block of the image. These
features are sorted lexicographically which brings the similar
features next to each other. Erosion followed by dilation is
performed to avoid false matching. The proposed approach
was shown to be efficient in terms of processing time and
gave nearly 98% correct detection of copy-move forgery in
an image even under compression, Gaussian noise, scaling
and rotation (up to some extent). To reduce the
computational time further, multi-hop jump [17] algorithm is
used to avoid unnecessary testing of the blocks obtained after
using DWT to reduce the image dimensions. Fast Walsh
Hadamard Transform (FWHT) is then used to extract feature
of each block which are arranged as vectors before sorting
lexicographically. As shown in Fig. (8) if region R is copied
and pasted as R’, then the block sets {Rm, R’m} and {Rn,
R’n} will be at same distance. Thus testing of the second
block set is unnecessary and is thus avoided.

Distance=( x, y)

|Rm

»

l Distance=( X, y)
| R
L
R
R

R

Fig. (8). Multi-hop jump algorithm [17]
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The work in [18] explored the different file formats like
JPEG, Bitmap (BMP) and Tagged Image File Format (TIFF) for
copy-move forgery detection using a block based clustering
method. The image is blurred initially to reduce the noise and
image details followed by block processing. The color pattern is
the feature to cluster the similar blocks on the basis of
Hausdroff Distance between the colors characterizing each
block of pixels. Another block based copy-move forgery
detection algorithm proposed in [19] uses DWT and Principal
Component Analysis- Eigenvalue Decomposition (PCA-EVD)
to detect copy-move forgery in digital images. The DWT
reduces the image dimension and PCA-EVD reduces the
dimension of feature vector. The proposed technique detects the
tampering even under JPEG compression and varying size of
the copied region provided the copied region is not rotated or
scaled. The feature vector of every block is found using Fourier
Mellin Transform (FMT) for the work proposed in [20]. The
experiments were carried out with these vectors using
lexicographical sort and the notion of counting bloom filters.
Instead of comparing the features directly, bloom filters
compare the hashes of the features. FMT vectors proved to be
resistant to scaling, translation and compression and more time
efficient at the cost of some reduction in robustness. The work is
shown to defeat the approach presented in [21] where specific
statistical correlations introduced due to resampling are used to
detect copy-move forgery for JPEG, TIFF and Graphics
Interchange Format (GIF) images with minimal compression.

Some block-based methods based on ten different
features and different methods of sorting are compared in
[22] using a common pipeline. It is reported that
lexicographic sort yields low false positive rate but exhibits
severe problems when the copied region undergoes
geometric transformation. FMT is found to give good overall
performance if no geometric transformation is applied on the
copied region and kd-tree representation [20] is used. PCA
and DCT are found to give strong results even under
geometric transformations when same shift vectors are used
to verify matching. Another important contribution of the
work is the database created and made available for
researchers.

Various moments based, dimensionality reduction
approach based, intensity-based, and frequency domain-
based features were analyzed for block approaches against
different key-point based algorithms in [23] to evaluate their
performance. It is reported that SIFT and SURF methods
excelled in computation time and in the conditions when the
copied image undergoes several rotations and scaling
operations. These methods however lack high accuracy in
forgery detection when the copied image is very much self-
similar. Block based methods can overcome this problem at
the cost of being computationally costly. These methods
perform well for Gaussian noise and JPEG compression
attacks but fail to detect forgery for large rotation and
scaling. The study in [23] reflected that different key-point-
based methods like SIFT and SURF, and block-based
methods based on DCT, PCA and DWT perform well and
can be combined to get better result.
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An attempt to combine block based methods with key-
point based methods for copy-move forgery detection under
combination of editing operations and attacks is made in
[24]which is carried forward in [25] by the same authors.
DCT is combined with SIFT to detect copy move forgery
successfully even after post processing operations like
rotation, scaling, compression and noise on the forged image
in [25].

For image splicing to be done, it is often necessary to
resize, rotate and/or stretch certain portions of images which
requires resampling to be done. This process of resampling is
always expected to introduce specific periodic correlations
between pixels. This idea has been used in [26] to detect
tampering. Independent Component Analysis (ICA) is
explored as a tool to detect if the resultant image is a mixture
of multiple images in [26] even if the image is tilted or
scaled. The work requires least two versions of the image
under test.

The fingerprints due to image compression are also
explored by the researchers as a tool to detect tampering. The
histogram of Discrete Wavelet Transform coefficients gives
the fingerprints of Set Partitioning in Hierarchical Trees
(SPHIT) compression, explored in [5] by looking out for any
change in them for compressed and uncompressed images.

5. COUNTERMEASURES FOR DIGITAL IMAGE
FORENSICS

Together with the development of forensic techniques,
attempts to fool these techniques have been made by the
intelligent malicious attackers. Such techniques that aim to
challenge the digital forensic tools and demonstrate their
limitations by removing, hiding or overwriting the
characteristic fingerprints within an image are referred to as
counter-forensic techniques [27]. Depending on whether a
particular counter-forensic technique removes the traces
detectable with a specific image forensic technique or with
any unknown technique, the counter-forensic techniques are
classified as targeted or universal respectively [28]. If these
techniques are used in parallel with the image tampering
operations, they are said to be integrated and if they are used
after the manipulations it is said to be post processing. Much
of the published work has focused on targeted and post
processing counter-forensics with image compression as the
subject [29-33].

Digital images are compressed for faster transmission
and processing on the internet. Several approaches are used
for the purpose and some of the popular choices include
DCT and the derived tools such as JPEG, JPEG 2000, fractal
image compression and wavelet transformation. These use
different aspects to help image processing smoother and
faster. The anti-forensic techniques surveyed in this paper
aim for one of the above said methods of compression at a
time. JPEG compression is found to be countered widely [30-
32] based on two important artifacts introduced because of
its lossy nature. First, due to quantization, DCT coefficients
are closer to the multiples of the step size which is visible on
the histogram of the DCT coefficients of the compressed
image. This is referred to as quantization artifact. Second,
blocking artifacts introduced due to pixel value
discontinuities across block boundaries. Targeting to
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hide DCT quantization artifacts [30, 31] proposed addition of
counter noise to the DCT coefficients at the cost of some
distortion being introduced within the acceptable limits. The
additive noise distribution is critically chosen so that the
DCT coefficients are not clustered around integer multiples
of the step size. The work proposed in [32] is an extension of
JPEG compression anti-forensic technique presented in [30,
31] by using a bitmap image as the test image. Noise is
added to the DCT coefficients based on the assumption that
pixel differences within and across blocks is similar if no
compression is done.

An attempt to suppress the JPEG blocking artifacts by
smoothing followed by addition of low power White
Gaussian noise while preserving the Laplacian distribution of
the DCT coefficients has been proposed in [33]. It uses DCT
coefficients histogram and blocking artifact measure to
detect if an image under test has undergone JPEG
compression. To fool the forensic examination, it was
proposed to add anti-forensic dither to the DCT coefficients
after initial JPEG compression but before the second pass of
JPEG compression. This will reflect as if the image has been
obtained directly from a digital camera and has undergone
JPEG compression within the camera just once.

JPEG compression has been in the market since a while
and has been explored by forensic and anti-forensic
researchers considerably. To avoid the easy detection of
compression fingerprints new compression methods are
being evolved and expected to be used by the camera
manufacturer’s as an alternate to JPEG compression.
Wavelet-based compression technique is getting popular
now days because better compression is achieved without
loss of much detail. Additionally, since wavelet-based
compression techniques do not divide the image into blocks
but analyze the entire image, no blocking artifacts are
produced. But the characteristic fingerprints of the technique
are present which can be removed by adding anti-forensic
dither to the wavelet coefficients of the compressed image as
presented in [34]. The dither is added to highly textured
blocks of the compressed image so as to match the
coefficient distribution of the uncompressed image.

Not only compression has been studied for anti-forensics
but median filtering is studied too. Median filtering is
characterized by the basic idea that probability of adjacent
pixels being similar is high. In other words, the difference
between the adjacent pixels after median filtering is more
likely to be zero. The median filter is a typical pre-
processing step to improve the results by removing noise
while preserving edges. The characteristics of median
filtering are measured using five different features [35]:
distribution of block median; occurrence of block center gray
level; quantity of gray levels in a block; distribution of block
center gray level in sorted gray levels and first occurrence of
block center gray level in sorted gray levels. The work
presented in [35] hides the characteristic traces of median
filtering in uncompressed images by modifying suitable
random pixels based on the occurrence of block center gray-
level and distribution of block median. Smooth blocks are
expected to have block center value occurring more
frequently and high probability of having more than single
median value within a block. So the blocks with high values
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for distribution of block median and occurrence of block
center gray level are discarded and a random small
perturbation is added to those blocks amongst the rest which
have standard deviation higher that an empirical threshold.
Another approach to conceal traces of median filtering has
been presented in [36] which use linear convolution filters of
size 3x3 to produce another image from the median filtered
image such that the fidelity between the median filtered
image and that obtained after convolution filtering is
maximized.

A survey on anti-forensics operation has been presented
in [37, 38].

Countering Anti-Forensics

The use of anti-forensics by the forgers to hide the
tampering has resulted in the study of fingerprints that might
be introduced due to their use. Many counter-forensic
techniques have been developed to hide JPEG compression
artifacts [30-32]. The fingerprints left by these techniques
themselves have been explored and the work presented in
[39] hided them based on the inter- and intra-block
correlation. Not only counter JPEG compression but anti-
forensic techniques for wavelet-based compression have
been studied for their characteristics. Counter anti-forensics
for wavelet based compression techniques is presented in
[40]. The fingerprints of counter-wavelet-based compression
are suppressed by analyzing relations between DWT
coefficients across different levels. Hough transform is
applied to the joint DWT histogram to derive the feature
vector using a Support Vector Machine (SVM). A short
review of anti-forensics for median filtering is presented in
the last section of the paper which is countered by the work
presented in [41]. To detect the fingerprints of anti-forensics
for median filtering, the difference between adjacent pixels
in horizontal direction is determined using which ratio of
zero for each row is found. If discrete Fourier transform of
these ratio of zero for each row exhibits periodicity, it is
expected to confirm that the image has been modified by an
anti-forensic method.

An attempt to detect anti-forensic operation performed on
spliced JPEG image has been made in [42]. The decision to
confirm tampering is based on the forensic and counter-anti-
forensic analysis of the image. The forger is assumed to hide
the traces of splicing using two anti-forensic tools for the
work and the image is classified as tampered if either of the
tools identifies the fingerprints of tampering or anti-forensic
operation. JPEG compression is mostly studied to identify
the traces of compression.

6. CONCLUSION

With the outgrowth of the imaging and communication
technology, the exchange of digital images has become easy
and extensive. But at the same time, the instances of
manipulations in the digital images have also increased
thereby resulting in greater need for establishing ownership
and authentication of the media. Digital image forensic
researcher community is continuously attempting to develop
techniques for detection of the imaging device used for
image acquisition, tracing the processing history of the
digital image and locating the region of tampering in the
digital images. The sensor, operational and compression
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fingerprints have been studied with various image features to
achieve the purposes. An attempt to recover the tampered
region details is expected to be an appealing investigation
domain for many researchers. Due to format incompatibility
and use of encryption many organizations find their data to
fail to qualify for analysis using many of the existing
techniques. So, the need is to develop not only robust
forensic techniques but these should be format independent
and take encryption into consideration too.

The war between the forensic researchers and malicious
attackers is never ending and the result is an almost equal
growth and development of anti-forensics techniques aiming
to reveal and exploit the weakness of forensic technology.
So, anti-forensics techniques are required to be studied and
explored to understand which forensic techniques can be
deceived. Also researchers need to study if these techniques
themselves leave behind some fingerprints which can be
used to detect the use of anti-forensic operations. This will
reduce the probability of falsely classifying the anti-forensic
processed images as the true images and thereby increasing
the reliability of the existing and new forensic techniques.
Anti-forensics can also be looked upon as a tool to protect
reverse engineering. Most of the work done in image
forensics has focused on detecting the fingerprints of a
specific kind of tampering operation. But, practically a
manipulated image is often the result of multiple such
tampering operations applied together. Thus, the need is to
develop a technique or framework capable of detecting
multiple attacks and tampering.
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