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ABSTRACT 

The convergence of Artificial Intelligence (AI) and Blockchain Technology (BCT) offers a 

transformative paradigm for addressing the twin challenges of adaptive threat intelligence 

and privacy-preserving data governance in distributed computing environments. Existing 

centralized architectures expose AI model training pipelines to data tampering, adversarial 

manipulation, and privacy violations that undermine the trustworthiness of automated 

decision systems [1,2]. This paper proposes a Decentralized AI-Blockchain (DAI-BC) 

framework that embeds federated machine learning within a permissioned blockchain 

infrastructure governed by smart contracts [3,9]. The framework introduces a five-layer 

security architecture spanning IoT data acquisition, AI threat intelligence, smart contract 

policy enforcement, immutable ledger coordination, and domain-specific analytics. A novel 

adaptive trust weighting mechanism adjusts the influence of each federated participant based 

on continuously monitored behavioral metrics recorded on-chain. Experiments conducted 

across healthcare, finance, and industrial IoT deployment scenarios demonstrate 95.8% 

anomaly detection accuracy, a 12.3% false alarm rate reduction over standalone federated 

learning, and a privacy preservation score of 93.1. The framework sustains detection rates 

above 90% under 45% adversarial node presence and achieves a 54.2% reduction in 

communication overhead compared to centralized baselines [4,5]. 

Keywords: Decentralized AI, Blockchain, Federated Learning, Threat Intelligence, Smart 

Contracts, Privacy Preservation, Data Governance, Anomaly Detection 

1. INTRODUCTION 

Artificial Intelligence and Blockchain Technology represent two of the most consequential 

technological innovations of the twenty-first century, each addressing fundamental 

limitations that the other alone cannot resolve [1,13-14]. AI systems excel at extracting 

actionable intelligence from large-scale data but suffer from centralization vulnerabilities, 

opacity in decision processes, and sensitivity to poisoned training data [2,6]. Blockchain 
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systems provide immutable, transparent, and decentralized record-keeping but lack the 

adaptive intelligence required to respond to novel security threats in real time [9,10]. 

The integration of both technologies creates a mutually reinforcing security architecture: 

blockchain furnishes the tamper-resistant coordination layer that makes AI-driven 

governance verifiable and accountable, while AI provides the analytical capability that makes 

blockchain-anchored security policies dynamically adaptive [3,7,15]. This synergy is 

particularly critical in high-stakes domains including smart healthcare, industrial control 

systems, financial services, and smart city infrastructure, where both data integrity and 

intelligent threat response are non-negotiable requirements [4,8,16]. 

Contemporary research has explored various dimensions of this integration. Zhang et al. [3] 

demonstrated that blockchain-based federated learning creates a secure decentralized training 

method that safeguards user data during collaborative model development. Xu et al. [6] 

developed smart contract systems providing AI model accountability through tamper-evident 

update logs. Wang et al. [5] introduced a blockchain framework for securing electronic health 

records while enabling AI analytics without violating patient privacy. Gupta and Sharma [7] 

examined AI-secured blockchain architectures for protecting against digital identity attacks 

and financial fraud. 

Despite these contributions, significant gaps remain. Existing frameworks treat security 

monitoring and federated model coordination as separate concerns rather than unified 

adaptive systems. Trust management between participants lacks immutable, verifiable 

anchoring. Communication overhead from blockchain coordination frequently negates the 

efficiency gains of distributed learning [10,11,17-18]. This paper addresses all three gaps 

through the DAI-BC framework. Contributions are: (1) a unified five-layer DAI-BC 

architecture integrating AI threat intelligence with blockchain governance; (2) an adaptive 

on-chain trust weighting mechanism for federated aggregation; (3) a smart contract-based 

incident response protocol for automated threat containment; and (4) comprehensive 

experimental validation across three deployment domains. 

2. RELATED WORK 

2.1 AI Security in Distributed Environments 

The deployment of AI in distributed and federated settings introduces security challenges that 

centralized approaches cannot adequately address. Poisoning attacks inject malicious gradient 

updates into the federated aggregation process, corrupting the global model [6]. Byzantine 

fault-tolerant aggregation mechanisms have been proposed to limit the influence of 

adversarial participants, but they typically assume a static threat model that does not adapt to 

evolving attack strategies [11,12]. Anomaly detection systems based on autoencoders and 

recurrent neural networks have demonstrated effectiveness in identifying behavioral 

deviations in IoT environments [4,8], but lack the immutable audit trail needed for regulatory 

compliance and forensic investigation. 

2.2 Blockchain-Based Data Governance 

Blockchain technology has been applied to data governance across multiple domains. 

Nakamoto [12] established the foundational principles of decentralized consensus and 
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cryptographic chaining that underpin all subsequent blockchain architectures. Christidis and 

Devetsikiotis [9] analyzed the application of smart contracts for programmable data 

governance in IoT deployments, identifying supply chain management, energy distribution, 

and healthcare monitoring as primary beneficiaries. Zheng et al. [10] provided a 

comprehensive survey of blockchain challenges and opportunities, highlighting scalability 

and consensus efficiency as the principal barriers to enterprise adoption. Crosby et al. [11] 

examined blockchain applications beyond cryptocurrency, establishing the framework for 

using distributed ledgers in identity management and secure data sharing. 

2.3 Federated Learning with Blockchain Coordination 

The coordination of federated learning through blockchain smart contracts has emerged as an 

active research direction [3]. Zhang et al. [3] demonstrated that on-chain gradient 

commitment and verification significantly reduces the risk of model poisoning compared to 

trust-server-based aggregation. Xu et al. [6] extended this approach with homomorphic 

encryption to achieve verifiable privacy-preserving federated learning. However, both 

approaches incur substantial on-chain storage overhead that limits their scalability to large 

federated deployments [10]. The DAI-BC framework addresses this through a hybrid on-

chain and off-chain architecture that anchors only cryptographic commitments to the 

blockchain while storing model parameters in distributed content-addressable storage [9,12]. 

3. PROPOSED DAI-BC FRAMEWORK 

3.1 Architecture Overview 

The DAI-BC framework is organized into five hierarchical layers as illustrated in Figure 1. 

The IoT/Edge Data Sources layer acquires raw behavioral telemetry from heterogeneous 

devices including sensors, actuators, and network endpoints. The AI Threat Intelligence 

Layer processes this telemetry through a hybrid 1D-CNN and BiLSTM anomaly detection 

model trained via federated learning [4,8]. The Smart Contract Governance layer enforces 

participation policies, validates gradient submissions through zero-knowledge proofs, and 

triggers automated incident responses upon threshold violations [9,6]. The Immutable 

Blockchain Ledger layer maintains cryptographically chained records of all gradient 

commitments, trust score updates, and policy decisions using a Practical Byzantine Fault 

Tolerant consensus protocol [11,12]. The Application and Analytics Layer exposes domain-

specific dashboards, compliance reports, and real-time threat feeds to authorized 

stakeholders. 

3.2 Federated Learning Protocol 

Model training in DAI-BC follows a trust-weighted federated protocol extending the FedAvg 

algorithm [3]. Each participating edge node trains a local 1D-CNN-BiLSTM model for E 

epochs on its private device telemetry and submits an encrypted gradient update to the Smart 

Contract Governance layer. The gradient is accompanied by a zero-knowledge proof of 

training completion [6] that the smart contract verifies before acceptance. An adaptive trust 

weight alpha_k is computed for each participant k from a composite score incorporating 

gradient quality, historical contribution accuracy, and behavioral anomaly probability. The 

global model update is computed as the trust-weighted sum of accepted gradients, with 
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contributions from low-trust participants discounted according to their composite trust score 

[3,7]. 

 

Figure 1: Proposed DAI-BC Five-Layer Architecture for Adaptive Threat Intelligence and 

Data Governance 

Differential privacy noise calibrated to privacy budget epsilon equal to 1.2 and delta equal to 

10 to the negative 6 is injected into the aggregated gradient before global model publication 

[2,6]. Session keys between participants and the blockchain are derived through elliptic curve 

Diffie-Hellman exchanges, and all model parameters are stored off-chain with only their 

SHA-256 content hashes committed to the ledger [9,12]. 

3.3 Smart Contract Incident Response 

A dedicated Incident Response Smart Contract monitors trust score trajectories for all 

registered participants. When a device trust score falls below a configurable isolation 

threshold, the contract automatically triggers network segregation through the Access Control 

Smart Contract, preserves forensic evidence on the immutable ledger, and notifies authorized 

administrators [9,5]. Stake-based participation economics require each federated node to 

deposit a minimum token amount, which is slashed upon confirmed Byzantine behavior, 

creating an economic deterrent against malicious participation [3,11]. 

4. EXPERIMENTAL RESULTS 

4.1 Experimental Setup 
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The DAI-BC framework is evaluated across three deployment domains: Smart Healthcare 

with 200 simulated medical IoT devices, Industrial IoT with 150 manufacturing sensors, and 

Financial Services with 100 transaction monitoring agents. Each domain is evaluated under 

IID and non-IID data distributions with Byzantine, Sybil, and data poisoning attacks at 

intensities from 5% to 50%. The blockchain network consists of 10 permissioned 

Hyperledger Fabric nodes [9,10]. Baseline methods include Centralized ML with a central 

aggregation server, FL Only without blockchain coordination, and BC Only with rule-based 

detection and blockchain logging. IoT device behavior is emulated using the IoT-23 and N-

BaIoT datasets [4,8], providing labeled benign and attack traces. All experiments are 

conducted on servers with Intel Xeon 32-core processors and NVIDIA A100 GPUs. 

4.2 Detection Accuracy and False Alarm Rate 

Table 1 presents detection accuracy and false alarm rate results across all deployment 

domains. DAI-BC achieves the highest accuracy in all settings, reaching 95.8%, 94.3%, and 

93.7% in Smart Healthcare, Industrial IoT, and Financial Services respectively. These 

represent improvements of 21.6, 19.1, and 18.4 percentage points over Centralized ML. The 

false alarm rate of 12.3% represents a 70.8% reduction over Centralized ML, critically 

important for operational environments where spurious alerts disrupt legitimate services 

[5,7]. 

Table 1: Detection Accuracy and False Alarm Rate Across Deployment Domains 

Method Healthcare 

Acc.(%) 

Industrial 

Acc.(%) 

Finance 

Acc.(%) 

FAR 

(%) 

Centralized ML 

[2] 

74.2 75.2 75.3 42.1 

FL Only [3] 82.6 81.8 82.3 31.4 

BC Only [9] 87.1 86.5 86.8 27.8 

Proposed DAI-

BC 

95.8 94.3 93.7 12.3 

Figure 2 summarizes performance across accuracy, false alarm rate, and privacy preservation 

dimensions. DAI-BC achieves a privacy preservation score of 93.1, compared to 51.0 for 

Centralized ML, reflecting the combined contribution of differential privacy noise injection 

[6], on-chain gradient commitment verification [3], and threshold homomorphic encryption 

protecting the global model. 
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Figure 2: Three-Dimensional Performance Comparison DAI-BC vs Baseline Methods 

4.3 Resilience Under Attack Intensity 

Figure 3 illustrates threat detection rate as a function of attack intensity from 5% to 50% 

malicious nodes. DAI-BC sustains detection rates above 90% across the entire tested range, 

compared to FL Only which degrades below 80% at 35% adversarial presence and 

Centralized ML which falls below 70% at 20% adversarial presence [2,11]. This resilience 

stems from the adaptive trust weighting that progressively excludes low-trust participants and 

the on-chain incident isolation that prevents adversarial propagation before it corrupts the 

training pipeline [3,7]. 

 

 
Figure 3: Threat Detection Rate vs. Attack Intensity for DAI-BC and Baseline Methods 

4.4 Scalability and Communication Overhead 

Table 2 presents communication overhead and scalability metrics. DAI-BC achieves a per-

round communication volume of 4.6 MB through adaptive gradient compression, 
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representing a 54.2% reduction over Centralized ML and 38.7% reduction over FL Only 

[3,10]. Blockchain coordination overhead accounts for less than 14% of total round latency at 

network sizes up to 500 nodes, validating the efficiency of the off-chain content-hash storage 

hybrid architecture [9,12]. 

Table 2: Communication Overhead and Scalability Comparison 

Method Per-

Round 

(MB) 

50-Round 

Total (GB) 

Reduction 

(%) 

E2E 

Latency 

(s) 

Centralized ML 

[2] 

10.1 0.505 Baseline 16.8 

FL Only [3] 7.5 0.375 25.7% 12.4 

BC Only [9] 6.2 0.310 38.6% 9.1 

Proposed DAI-

BC 

4.6 0.230 54.2% 5.3 

5. SECURITY ANALYSIS AND DISCUSSION 

5.1 Byzantine and Sybil Resistance 

DAI-BC maintains model accuracy above 91% under up to 40% Byzantine participant 

presence, validated against the Byzantine fault tolerance analysis of Crosby et al. [11] and the 

adversarial machine learning threat model of Xu et al. [6]. The adaptive trust weighting 

correctly identifies and down-weights 96.2% of Byzantine gradient submissions across all 

experimental trials. Sybil resistance is enforced through stake-based participation economics 

and behavioral cross-correlation in the AI threat intelligence layer, which detects clusters of 

suspiciously similar gradient submissions that indicate Sybil identity replication [3,7,9]. 

5.2 Privacy Analysis 

Formal differential privacy guarantees are characterized using the moments accountant 

framework with privacy budget epsilon equal to 1.2 across 50 communication rounds [6]. 

Membership inference attack success rates against DAI-BC are 7.1%, significantly below 

36.4% for Centralized ML and 19.8% for FL Only. Gradient inversion attack success rates 

are reduced to 4.3% through the combination of additive secret sharing and threshold 

encryption protecting the aggregated model [3,6,12]. 

5.3 Limitations and Future Directions 

The permissioned blockchain architecture assumes a partially trusted validator network and 

does not currently support fully adversarial permissionless deployments [9,10]. Adaptive 

baseline initialization for the anomaly detection model requires a sufficient volume of benign 

gradient samples during the early federation rounds. Future work will investigate post-

quantum cryptographic primitives [11,12], reinforcement learning for dynamic security 

policy optimization, and physical IoT testbed validation in healthcare and industrial partner 

environments. The scalability of the PBFT consensus protocol beyond 100 validator nodes 

will be addressed through migration to HotStuff or Tendermint consensus mechanisms. 

http://www.ijrt.org/
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6. CONCLUSION 

This paper presented DAI-BC, a Decentralized AI-Blockchain framework for adaptive threat 

intelligence and privacy-preserving data governance. By integrating federated anomaly 

detection [3,4], adaptive trust-weighted aggregation, smart contract governance [9,6], and 

differential privacy [6] within a five-layer permissioned blockchain architecture [11,12], 

DAI-BC delivers a comprehensive and verifiable security solution for distributed AI 

deployments. Experimental results across smart healthcare, industrial IoT, and financial 

services demonstrated 95.8% detection accuracy, 12.3% false alarm rate, 93.1 privacy 

preservation score, and detection rates above 90% under 45% adversarial presence. 

Communication overhead was reduced by 54.2% compared to centralized baselines [2]. The 

DAI-BC framework establishes a practically viable foundation for trustworthy, privacy-

preserving AI governance in adversarial real-world environments [1,7,8]. 
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