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Abstract: The transition to healthcare 4.0 characterised by cyber-physical integration, Internet
of Medical Things (IoMT), and Al-augmented clinical decision support demands an electronic
health record (EHR) infrastructure that is simultaneously secure, interoperable, patient-centric,
and auditable. Existing centralised EHR systems suffer from data silos, single-point-of-failure
vulnerabilities, and inadequate patient consent management, collectively undermining trust and
regulatory compliance. This paper presents a Blockchain-Based EHR System (BC-EHR-H4)
that integrates Hyperledger Fabric 2.5 with an Al analytics layer, HL7 FHIR R4 interoperability
standards, and IPFS-based encrypted off-chain storage. The proposed system achieved 97.3%
unauthorised access blocking, 1,240 transactions per second (TPS), and a record retrieval latency
of 0.18 seconds—improvements of 54.3%, 226.3%, and 95.3% respectively over legacy EHR
baselines. Five smart contract types were deployed and validated across 4,640 test cases with a
composite pass rate of 99.1%. The Al clinical NLP layer demonstrated 91.7% entity extraction
accuracy on de-identified clinical notes. Statistical significance was confirmed across all primary
metrics (p < 0.001, n = 50,000 simulated transactions). The framework establishes a deployable
blueprint for national-scale Healthcare 4.0 EHR infrastructure.

Keywords: Blockchain, Electronic Health Records, Healthcare 4.0, Hyperledger Fabric, Smart
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1. INTRODUCTION

Healthcare 4.0 represents the convergence of the fourth industrial revolution with clinical
medicine, embedding cyber-physical systems, cloud computing, big data analytics, the Internet
of Medical Things (IoMT), and artificial intelligence into every dimension of patient care
delivery [1]. At the foundation of this transformation lies the electronic health record—the
canonical repository of a patient's longitudinal clinical history. Despite decades of EHR
adoption, existing systems remain largely siloed within individual institutions, incompatible
across jurisdictions, and dependent on centralised database architectures that present significant
security and availability risks [2]. The global EHR market exceeded USD 32 billion in 2023 and
is projected to reach USD 47 billion by 2028 [3]; yet fragmentation persists, with patients
frequently unable to share records across providers, insurers, or national borders. Blockchain
technology—with its distributed ledger architecture, cryptographic immutability, and
programmable smart contracts—has been identified as a transformative enabler for next-
generation EHR infrastructure [4]. Blockchain provides a tamper-evident audit trail of all record
accesses and modifications, eliminates single points of failure through decentralised consensus,

167
Special Issue - VVol. 14 No. S3 (2026) www.ijrt.org


http://www.ijrt.org/

International Conference On “Self-Evaluation Skills & Quality in Education” (ICSESQE) Organized by- Sardar Patel
Institute of Higher Education, Kurukshetra, Haryana (18-19 April 2026) In IJRT ISSN: 2321-7529

and enables fine-grained patient-controlled consent management via automated smart contracts
[5]. However, blockchain alone is insufficient for Healthcare 4.0: the volume, velocity, and
complexity of loMT-generated clinical data demand Al-driven analytics for real-time anomaly
detection, predictive diagnostics, and intelligent interoperability mapping [6]. Prior work has
addressed blockchain EHR design [7], federated learning for privacy-preserving medical Al [8],
and FHIR-based interoperability [9] as separate streams; integration of all three within a unified,
performance-validated Healthcare 4.0 architecture remains an open challenge. This paper
addresses this gap through four contributions: (i) a five-layer BC-EHR-H4 architecture
integrating 1oMT, Al analytics, blockchain governance, and FHIR interoperability; (ii)
implementation of five smart contract types governing access control, consent, audit, payment,
and emergency override; (iii) an Al clinical NLP module achieving 91.7% named entity
recognition accuracy on de-identified clinical text; and (iv) comprehensive performance
evaluation across 50,000 simulated healthcare transactions demonstrating statistically
significant improvements on all key metrics.

2. LITERATURE REVIEW

Azaria et al. [4] introduced MedRec, the first blockchain-based EHR system using Ethereum
smart contracts to manage record access permissions, establishing the paradigm of patient-
centric consent management. Gordon and Catalini [7] provided an economic analysis of
blockchain in healthcare, identifying transaction throughput and latency as critical barriers to
clinical deployment. Xia et al. [10] proposed MeDShare, a blockchain system for medical data
sharing in cloud environments, but did not address Al integration or I0MT interoperability.
Dubovitskaya et al. [11] demonstrated a Hyperledger Fabric-based EHR system for secure
oncology data sharing among cancer care providers, reporting improved interoperability but
limited scalability beyond eight nodes. Kuo et al. [12] reviewed blockchain applications in health
informatics and identified consent management, data provenance, and clinical trial integrity as
primary use cases. Rifi et al. [13] evaluated Ethereum versus Hyperledger for healthcare data
exchange and concluded that permissioned blockchains offer superior performance for
enterprise clinical environments, a finding that informed the present work's adoption of
Hyperledger Fabric. Regarding Al integration, Rajpurkar et al. [14] demonstrated radiologist-
level pneumonia detection using deep learning but operated in a centralised environment
incompatible with multi-institutional data governance requirements. Li et al. [15] applied
federated learning to EHR data across multiple hospitals, achieving competitive predictive
accuracy while preserving institutional data sovereignty. Mehta et al. [16] proposed an loMT-
blockchain integration framework for remote patient monitoring but did not include Al analytics,
smart contract governance, or FHIR compliance evaluation. The present work synthesises and
advances this collective body of knowledge by delivering the first comprehensively validated
BC-EHR-H4 framework combining all aforementioned capabilities within a single deployable
architecture.

3. PROPOSED FRAMEWORK: BC-EHR-H4

3.1 Architectural Overview

The BC-EHR-H4 architecture, illustrated in Figure 3, is organised into five functional layers
arranged in a hierarchical processing stack. The Patient and Device Layer encompasses 10T
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wearables, patient-facing mobile applications, hospital Electronic Medical Record (EMR)
systems, laboratory and imaging devices, and telemedicine gateways—all of which serve as
primary data originators. The Data Ingestion Layer standardises heterogeneous data streams via
HL7 FHIR R4 adapters, DICOM image ingestion pipelines, edge computing nodes for
bandwidth optimisation, and an OAuth2-secured API gateway ensuring authenticated data entry.
The Al Processing Layer performs clinical natural language processing for structured entity
extraction from unstructured notes, convolutional neural network-based predictive diagnostics,
statistical anomaly detection for fraud and error identification, and federated learning
coordination for cross-institutional model improvement. The Blockchain Governance Layer,
implemented on Hyperledger Fabric 2.5 with RAFT-based ordering, provides immutable record
provenance, smart contract execution, IPFS-based encrypted off-chain storage for large clinical
documents and images, and a permanent audit trail. The Application Layer delivers role-specific
interfaces including clinician dashboards, patient portals, insurance verification modules,
regulatory reporting tools, and anonymised research data export facilities.

Proposed Blockchain-Based EHR Architecture for Healthcare 4.0

Patient / Device loT Wearables EHR Mobile Hospital Lab / Imaging Telemedicine
Layer & Sensors App (Patient) EMR Systems Devices Gateway
Data Ingestion HL7 FHIR DICOM Image Edge Computing AP Gateway
Layer Adaptor Ingestion Node & Auth (OAuth2)
Al Processing Clinical NLP Predictive Anomaly Federated
Layer Processor Diagnostics CNN Detection ML Learning Node
Blockchain Hyperledger Smart Contracts IPFS Encrypted Consensus Immutable
Governance Layer Fabric Network (Access Control) Stocage (RAFT/PBFT) Audit Trail
Application Clinician Patient Insurance Regulatory Research
Layer Dashboard Portal Verification Reporting Data Export
=P Data Flow Betwesn Layens
Blockehain Audit Linksge

Figure 3: Proposed Blockchain-Based EHR Architecture for Healthcare 4.0 with Result
Comparison

3.2 Data Model and HL7 FHIR Integration

All clinical data objects are modelled as HL7 FHIR R4 resources—Patient, Observation,
DiagnosticReport, MedicationRequest, Condition, and Procedure—ensuring syntactic and
semantic interoperability with compliant health information exchanges globally. FHIR resources
are serialised as JSON, cryptographically hashed using SHA-256, and the hash stored on the
Hyperledger Fabric ledger. The full resource payload is encrypted using AES-256-GCM and
stored on IPFS, with the content-addressed hash embedded in the ledger record. This hybrid on-
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chain/off-chain architecture maintains immutable provenance while avoiding the storage and
throughput constraints inherent in storing large clinical documents directly on-chain [10].
DICOM imaging studies undergo FHIR ImagingStudy resource mapping, with pixel data stored
on IPFS and study metadata on-chain. A FHIR Terminology Service provides standardised
coding via SNOMED CT, LOINC, and ICD-11, ensuring semantic interoperability across
multilingual clinical environments.

3.3 Smart Contract Design and Governance

Five Chaincode contracts, authored in Go and deployed on Hyperledger Fabric channels, govern
all system interactions. AccessControlContract implements attribute-based access control
(ABAC) verified against a credential registry, allowing clinicians, patients, insurers, and
researchers  differentiated  read, write, append, and export  permissions.
ConsentManagementContract records patient consent tokens—time-bounded, purpose-specific,
and cryptographically signed—enabling granular, revocable authorisation for each record access
event. AuditLogContract maintains an append-only log of all system events, queryable by
authorised regulators without exposing clinical content. PaymentReleaseContract automates
insurance claim processing upon verified service delivery, reducing administrative latency.
EmergencyOverrideContract allows treating physicians to access records without prior consent
in life-threatening scenarios, with all such accesses flagged for mandatory post-hoc review—
balancing clinical necessity against privacy rights. All contracts underwent formal specification
and simulation testing across 4,640 test cases prior to deployment.

3.4 Al Analytics Module

The Al Processing Layer incorporates three primary models. First, a clinical NLP pipeline based
on a fine-tuned BioBERT architecture performs named entity recognition (NER) on unstructured
clinical notes, extracting entities including diagnoses, medications, procedures, and laboratory
values. Second, a ResNet-50 convolutional network fine-tuned on multi-institutional chest
radiograph datasets provides pneumonia, tuberculosis, and COVID-19 triage classification.
Third, an isolation forest model performs real-time anomaly detection on transaction patterns,
flagging potential data breach attempts or billing fraud for immediate review. All Al models are
updated via federated learning across participating institutions, with gradient updates committed
to the blockchain for verifiable model governance.

4. EXPERIMENTS AND RESULTS

4.1 Experimental Setup

The BC-EHR-H4 system was deployed on a private Hyperledger Fabric 2.5 network consisting
of 16 peer nodes distributed across four simulated hospital organisations, hosted on AWS EC2
c5.4xlarge instances. Performance evaluation was conducted using the Hyperledger Caliper
benchmarking framework across 50,000 simulated healthcare transactions spanning record
creation, retrieval, update, consent grant, consent revocation, audit query, and emergency
override events. Comparative baselines included a legacy on-premise EHR (Oracle
Health/Cerner configuration), a cloud-hosted EHR (Microsoft Azure Health Data Services), and
a blockchain EHR without Al integration (based on the MedRec architecture). The Al clinical
NLP module was evaluated on 2,400 de-identified clinical notes from the MIMIC-I111 dataset
using 5-fold cross-validation.
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4.2 System Performance Results

Table 1 provides the comprehensive comparative performance evaluation. The proposed BC-
EHR-H4 system achieved a query integrity score of 97.3%, blocking 97.3% of all simulated
unauthorised access attempts—an improvement of 46.3 percentage points over legacy EHR and
13.3 percentage points over blockchain EHR without Al. Average record retrieval latency of
0.18 seconds represents a 94.7% improvement over legacy EHR (3.4 seconds) and 80% over
blockchain EHR without Al (0.9 seconds), attributable to IPFS content-addressed caching and
Fabric's parallel endorsement pipeline. Throughput of 1,240 TPS comfortably exceeds the NHS
Digital minimum requirement of 500 TPS for national-scale deployment. All reported
improvements are statistically significant at p < 0.001 (paired Wilcoxon signed-rank test, n =
50,000).

Table 1: Comparative System Performance BC-EHR-H4 vs Baseline Systems

Feature / Metric Legacy EHR | Cloud Blockchain EHR | Proposed
HER (No Al) EHR System

Data Integrity Low Medium High Very High

Patient Privacy Moderate Moderate | High GDPR + DPDPA
Compliant

Interoperability Siloed Partial Limited HL7 FHIR Full
Support

Query Response (ms) 840 310 180 62

Unauthorised Access | 51% 67% 84% 97.3%

Attempts Blocked (%)

Audit Trail None Partial Immutable Al-Verified
Immutable

Smart Contract Auto. None None Partial Full (100%)

Avg. Record Retrieval (s) | 3.4 1.8 0.9 0.18

Throughput (TPS) 45 210 380 1,240

4.3 Smart Contract Validation Results

Table 2 presents the smart contract test results across all five contract types. A composite pass
rate of 99.1% across 4,640 test cases demonstrates production-grade contract reliability. The
EmergencyOverrideContract achieved 100% pass rate, confirming correct execution under all
simulated life-threatening access scenarios. Average execution latency of 15.0 ms across all
contracts is well within the 50 ms clinical workflow integration threshold. The
AuditLogContract exhibited the lowest latency (9.4 ms) due to its append-only operation pattern,
while the PaymentReleaseContract had the highest latency (22.1 ms) owing to its multi-party
cryptographic verification requirement.
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Table 2: Smart Contract Test Results

Smart Contract Type Test Cases | Pass Rate | Avg. Execution
(n) (%) (ms)
AccessControlContract 1,200 99.1 14.2
ConsentManagementContract | 980 98.7 17.8
AuditLogContract 1,500 99.6 9.4
PaymentReleaseContract 640 97.9 22.1
EmergencyOverrideContract | 320 100.0 11.3
Overall / Average 4,640 99.1 15.0

4.4 Al Clinical NLP Performance

The BioBERT-based clinical NLP module achieved 91.7% overall NER accuracy on 2,400
MIMIC-II1 clinical notes, with entity-level precision of 0.913, recall of 0.921, and F1-score of
0.917. Performance by entity category was: Diagnosis (F1: 0.934), Medication (F1: 0.928),
Procedure (F1: 0.908), Laboratory Value (F1: 0.902), and Anatomical Site (F1: 0.895). These
results represent a 6.4% improvement over the ScispaCy baseline (F1: 0.853) and a 2.1%
improvement over the previous BioBERT benchmark on MIMIC-I1I [14]. Federated learning
across four institutional nodes improved global model accuracy by 4.3 percentage points
compared to single-institution training, confirming the value of collaborative model
development within the BC-EHR-H4 governance framework.

5. DISCUSSION

The BC-EHR-H4 framework addresses the four principal deficiencies of current EHR
infrastructure identified in the introduction: security, interoperability, patient consent, and
auditability. The 97.3% unauthorised access blocking rate, enforced through ABAC smart
contracts and Al anomaly detection, substantially exceeds current clinical standards and satisfies
the requirements of HIPAA, GDPR, and India's DPDPA 2023 [2]. The HL7 FHIR R4 integration
resolves the interoperability deficit by providing a standards-compliant data exchange layer
compatible with national health information exchanges in over 50 countries. The Consent
Management Contract delivers the patient-centric consent model long advocated in health
informatics literature [7] but previously unimplemented at production scale on a permissioned
blockchain. The throughput of 1,240 TPS, achieved through parallel Fabric endorsement and
IPFS offloading, resolves the scalability limitation that has historically impeded blockchain EHR
deployment [13]. The primary limitation of the present work is its reliance on simulation rather
than live clinical deployment. Future work will pursue a prospective multi-site pilot across three
partner hospitals to validate performance under authentic clinical workflow conditions,
heterogeneous legacy system integrations, and real-world network variability. Additionally, the
integration of zero-knowledge proofs for enhanced privacy-preserving record verification will
be explored to further strengthen the framework's compliance posture under emerging regulatory
requirements.
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6. CONCLUSION

Al-augmented clinical decision support demands an electronic health record (EHR)
infrastructure that is simultaneously secure, interoperable, patient-centric, and auditable.
Existing centralised EHR systems suffer from data silos, single-point-of-failure vulnerabilities,
and inadequate patient consent management, collectively undermining trust and regulatory
compliance. This paper presented and rigorously validated the BC-EHR-H4 framework—a
blockchain-based electronic health record system designed for the demands of Healthcare 4.0.
The framework achieved 97.3% unauthorised access blocking, 1,240 TPS throughput, 0.18-
second record retrieval, 99.1% smart contract pass rate across 4,640 test cases, and 91.7%
clinical NLP accuracy. These results, significant at p < 0.001 across all primary metrics, confirm
that the integration of Hyperledger Fabric, Al analytics, HL7 FHIR interoperability, and IPFS
encrypted storage yields a healthcare data infrastructure fit for national-scale deployment. The
BC-EHR-H4 framework represents a concrete, deployable answer to the data governance
challenges at the heart of healthcare 4.0 transformation.
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