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ABSTRACT

The increasing adoption of distributed infrastructure systems, cloud computing, Internet of
Things (IoT) technologies, and edge-based architectures has significantly expanded the
cybersecurity attack surface and introduced increasingly sophisticated cyber threats.
Conventional centralized intrusion detection approaches often face challenges related to
scalability, data privacy, communication overhead, and limited transparency in artificial
intelligence-driven decision-making processes. To address these limitations, this study
proposes a Cognitive Threat Intelligence and Explainable Federated Security Analytics
framework for distributed infrastructure systems.

The proposed framework integrates Federated Learning (FL), Explainable Artificial
Intelligence (XAI), and cognitive cybersecurity analytics to enable collaborative and privacy-
preserving cyber threat detection across distributed network environments. Instead of
transmitting sensitive raw network traffic data to centralized servers, local security models
are independently trained at distributed nodes, where only encrypted model parameters and
updates are shared through a federated aggregation mechanism. This decentralized learning
architecture improves privacy protection while reducing communication dependency and
centralized security risks.

To enhance intelligent threat analysis, the framework incorporates machine learning and deep
learning algorithms including Random Forest, XGBoost, Autoencoder, and Long Short-Term
Memory (LSTM) networks for anomaly detection and cyberattack classification. In addition,
Explainable Al techniques such as SHAP and LIME are integrated to generate interpretable
insights into anomaly predictions, enabling cybersecurity professionals to better understand
the reasoning behind attack identification and risk assessment processes.

The effectiveness of the proposed framework is evaluated using benchmark cybersecurity
datasets including NSL-KDD and CIC-IDS2017. Performance assessment is conducted using
metrics such as accuracy, precision, recall, Fl-score, ROC-AUC, detection latency, and
communication efficiency. The expected outcomes of this research include improved
intrusion detection capability, enhanced privacy preservation, reduced reliance on centralized
infrastructures, and increased trustworthiness of Al-based cybersecurity systems. This study
contributes to the development of intelligent, explainable, and resilient cybersecurity
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architectures designed to secure modern distributed infrastructure environments and critical
digital systems.
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1. INTRODUCTION

The rapid growth of distributed infrastructure systems, cloud computing platforms, Internet
of Things (IoT) devices, edge computing technologies, and large-scale digital communication
networks has transformed the modern cybersecurity landscape. Organizations increasingly
rely on interconnected and decentralized infrastructures to support critical services, real-time
communication, industrial automation, financial operations, healthcare systems, and
intelligent digital services. Although these technologies improve operational efficiency,
scalability, and connectivity, they also introduce significant cybersecurity vulnerabilities and
expand the attack surface for sophisticated cyber threats.

Traditional cybersecurity mechanisms, particularly centralized intrusion detection systems,
often struggle to effectively secure distributed network environments due to limitations
associated with scalability, communication overhead, delayed threat response, and privacy
concerns. Centralized architectures typically require sensitive network traffic and security
logs to be transferred to a central server for analysis, which may increase the risk of data
exposure, single points of failure, and compliance challenges in privacy-sensitive
environments. In addition, many machine learning-based cybersecurity solutions operate as
“black-box” systems, making it difficult for cybersecurity analysts and decision-makers to
understand how anomaly predictions and threat classifications are generated.

Recent advancements in Artificial Intelligence (AI), Machine Learning (ML), Federated
Learning (FL), and Explainable Artificial Intelligence (XAI) have introduced new
opportunities for building intelligent and privacy-preserving cybersecurity frameworks.
Federated Learning enables distributed devices and network nodes to collaboratively train
cybersecurity models without sharing raw sensitive data, thereby preserving privacy while
maintaining collective learning capabilities. At the same time, Explainable Al techniques
improve the transparency and interpretability of Al-driven cybersecurity decisions by
providing human-understandable explanations for anomaly detection and attack classification
processes.

The integration of cognitive threat intelligence, federated analytics, and explainable anomaly
detection represents a promising approach for addressing modern cybersecurity challenges in
distributed infrastructure systems. By combining decentralized collaborative learning with
interpretable Al-based security analytics, organizations can improve cyber threat detection
accuracy, enhance trust in automated decision-making, and strengthen resilience against
evolving cyberattacks. Therefore, there is a growing need for intelligent cybersecurity
architectures that support scalable, explainable, and privacy-aware threat detection across
modern distributed network environments and critical digital infrastructure systems.

2. PROBLEM STATEMENT

The increasing reliance on distributed infrastructure systems, cloud computing environments,
Internet of Things (IoT) devices, and edge-based architectures has created complex
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cybersecurity challenges that traditional security mechanisms struggle to address effectively.
Modern cyberattacks are becoming more sophisticated, adaptive, and difficult to detect due to
the large volume of interconnected devices, decentralized communication patterns, and
continuously evolving attack techniques. Conventional centralized intrusion detection
systems often experience limitations related to scalability, communication overhead, delayed
response time, and dependence on centralized data collection processes.

One of the major challenges in centralized cybersecurity systems is the requirement to
transfer sensitive network traffic and security-related data to a central server for analysis.
This approach increases the risk of data exposure, privacy violations, and single points of
failure, particularly in critical infrastructure sectors such as healthcare, finance,
transportation, and industrial control systems. In addition, distributed environments generate
massive amounts of heterogeneous data, making centralized threat monitoring
computationally expensive and inefficient.

Another significant problem is the lack of transparency in many Artificial Intelligence and
Machine Learning-based cybersecurity models. Although advanced Al algorithms can
achieve high anomaly detection accuracy, many operate as black-box systems that provide
limited interpretability regarding how security decisions are made. This lack of explainability
reduces trust among cybersecurity analysts and may create difficulties in incident
investigation, compliance auditing, and operational decision-making.

Furthermore, existing cybersecurity frameworks often fail to simultaneously achieve privacy
preservation, collaborative threat intelligence sharing, scalability, detection accuracy, and
explainable decision-making within distributed network environments. As cyber threats
continue to evolve across modern digital infrastructures, there is a critical need for an
intelligent, decentralized, privacy-preserving, and interpretable cybersecurity framework
capable of detecting anomalies and cyberattacks efficiently without compromising sensitive
data. Therefore, this study addresses the need for a Cognitive Threat Intelligence and
Explainable Federated Security Analytics framework that integrates Federated Learning and
Explainable Artificial Intelligence to enhance cyber threat detection, improve privacy
protection, and strengthen trust in Al-driven cybersecurity systems for distributed
infrastructure environments.

3. OBJECTIVES OF THE STUDY

The main objective of this study is to develop a Cognitive Threat Intelligence and
Explainable Federated Security Analytics framework for distributed infrastructure systems.
The study aims to improve cyber threat detection accuracy, preserve sensitive data privacy,
and enhance the transparency of Al-driven cybersecurity decision-making processes. This
research also focuses on designing a federated learning-based cybersecurity framework for
distributed network environments, integrating machine learning and deep learning techniques
for anomaly detection, and incorporating Explainable Artificial Intelligence methods to
provide interpretable threat analysis. In addition, the study evaluates the effectiveness of the
proposed framework using benchmark cybersecurity datasets and standard performance
evaluation metrics.To evaluate the proposed framework on the basis of performance metrics
like accuracy, precision, recall, F1-score, and ROC-AUC.

4. RESEARCH QUESTIONS
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This study seeks to address several important research questions related to cybersecurity
threat detection in distributed infrastructure systems. The primary research questions are
focused on how Federated Learning and Explainable Artificial Intelligence can improve
cybersecurity performance, privacy preservation, and interpretability in distributed network
environments. The study investigates whether a federated learning-based framework can
effectively detect cyber threats without sharing sensitive raw network traffic data. It also
examines how machine learning and deep learning algorithms contribute to anomaly
detection accuracy in distributed cybersecurity systems. Furthermore, the research explores
how Explainable Artificial Intelligence techniques such as SHAP and LIME can improve the
transparency and interpretability of Al-driven cybersecurity decisions. Finally, the study
evaluates whether the proposed framework can enhance communication efficiency,
scalability, and overall trustworthiness in modern distributed infrastructure security
environments.

5. SIGNIFICANCE OF THE STUDY

This study is significant because it addresses critical cybersecurity challenges associated with
distributed infrastructure systems, cloud computing, Internet of Things (IoT) environments,
and edge-based networks. As cyber threats continue to evolve in complexity and scale, there
is an increasing need for intelligent cybersecurity frameworks that can provide accurate threat
detection while preserving data privacy and ensuring transparency in decision-making
processes.

The proposed Cognitive Threat Intelligence and Explainable Federated Security Analytics
framework contribute to the advancement of privacy-preserving and decentralized
cybersecurity solutions by integrating Federated Learning and Explainable Artificial
Intelligence techniques. The study helps reduce reliance on centralized security architectures,
minimize sensitive data exposure, and improve collaborative threat intelligence across
distributed network environments.

In addition, the integration of explainable Al techniques enhances trust and interpretability in
Al-driven cybersecurity systems by enabling security analysts to better understand anomaly
detection and attack classification processes. The findings of this research may support
organizations, researchers, and cybersecurity professionals in developing scalable,
transparent, and resilient cybersecurity solutions for protecting modern digital infrastructures
and critical network systems.

6. LITERATURE REVIEW

A. Cognitive Threat Intelligence and Explainable Federated Security Analytics

The rapid advancement of distributed infrastructure systems, cloud computing, Internet of
Things (IoT) technologies, and edge computing environments has significantly transformed
modern cybersecurity operations. As organizations increasingly depend on decentralized
digital infrastructures, cyber threats have become more sophisticated, dynamic, and difficult
to detect using traditional security mechanisms. Researchers have explored various Artificial
Intelligence (AI), Machine Learning (ML), Federated Learning (FL), and Explainable
Artificial Intelligence (XAI) approaches to improve cyber threat detection, anomaly analysis,
and network security resilience.
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Traditional intrusion detection systems primarily rely on centralized architectures where
network traffic and security data are collected and analysed at a central location. Although
centralized systems can achieve effective monitoring in smaller environments, they often face
challenges related to scalability, communication overhead, delayed response, and privacy
risks in large distributed networks. Several studies have highlighted that centralized
cybersecurity frameworks may expose sensitive data to unauthorized access and create single
points of failure in critical infrastructure systems.

Machine learning and deep learning techniques have become widely adopted in cybersecurity
research for detecting malicious activities and identifying network anomalies. Algorithms
such as Random Forest, Support Vector Machine (SVM), XGBoost, Autoencoder,
Convolutional Neural Networks (CNN), and Long Short-Term Memory (LSTM) networks
have demonstrated strong performance in intrusion detection and attack classification tasks.
Deep learning-based models are particularly effective in recognizing complex patterns within
large-scale network traffic datasets. However, many Al-driven cybersecurity systems operate
as black-box models, limiting transparency and reducing trust in automated decision-making
processes.

Federated Learning has recently emerged as a promising decentralized learning approach for
privacy-preserving cybersecurity applications. Unlike traditional centralized machine
learning methods, Federated Learning enables multiple distributed devices or network nodes
to collaboratively train models without sharing raw sensitive data. Instead, local model
updates are aggregated through a centralized or distributed coordination mechanism. Existing
studies suggest that Federated Learning can improve privacy protection, reduce data exposure
risks, and support collaborative threat intelligence across distributed environments.
Nevertheless, challenges related to communication efficiency, model heterogeneity,
scalability, and adversarial attacks remain active areas of research.

Explainable Artificial Intelligence techniques such as SHAP (Shapley Additive Explanations)
and LIME (Local Interpretable Model-Agnostic Explanations) have been increasingly
integrated into cybersecurity systems to improve interpretability and transparency. These
techniques help security analysts understand how Al models generate anomaly predictions
and attack classifications. Explainability is particularly important in critical infrastructure
environments where cybersecurity decisions must be interpretable, trustworthy, and
compliant with organizational and regulatory requirements.

Although previous studies have separately explored Federated Learning, anomaly detection,
and Explainable Al in cybersecurity, limited research has fully integrated cognitive threat
intelligence, explainable analytics, and privacy-preserving federated learning within
distributed infrastructure systems. Therefore, this study contributes to the existing literature
by proposing a Cognitive Threat Intelligence and Explainable Federated Security Analytics
framework that combines decentralized collaborative learning, intelligent anomaly detection,
and interpretable Al-driven cybersecurity analysis for modern distributed network
environments.

A. Explainable Federated Security Frameworks

Explainable Federated Security Frameworks is a concise and research-oriented title that
emphasizes the integration of Explainable Artificial Intelligence (XAI) and Federated
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Learning within cybersecurity systems. The title reflects the study’s focus on privacy-
preserving collaborative security analytics, transparent anomaly detection, and intelligent
threat analysis in distributed infrastructure environments. It highlights the development of
scalable and interpretable cybersecurity frameworks designed to improve trust, resilience, and
security performance in modern distributed network systems

Empirical Study

An empirical study is a research approach based on real-world observation, experimentation,
data collection, and practical analysis rather than only theoretical discussion. In cybersecurity
and artificial intelligence research, empirical studies are conducted to evaluate the
effectiveness, accuracy, and performance of proposed models or frameworks using actual
datasets, experiments, simulations, or measurable results.

In this study, the empirical approach is applied to evaluate the proposed Explainable
Federated Security Framework using benchmark cybersecurity datasets such as NSL-KDD
and CIC-IDS2017. Machine learning and deep learning algorithms including Random Forest,
XGBoost, Autoencoder, and LSTM networks are experimentally analyzed for anomaly
detection and cyber threat classification. The framework performance is measured using
evaluation metrics such as accuracy, precision, recall, Fl-score, ROC-AUC, detection
latency, and communication efficiency. The empirical analysis helps determine the
effectiveness of the proposed framework in improving cybersecurity threat detection, privacy
preservation, and explainability within distributed infrastructure systems.

7. METHODOLOGY

This study adopts an empirical and experimental research methodology to develop and
evaluate the proposed Explainable Federated Security Framework for distributed
infrastructure systems. The methodology integrates Federated Learning (FL), machine
learning, deep learning, and Explainable Artificial Intelligence (XAI) techniques for privacy-
preserving cyber threat detection and anomaly analysis.

The research utilizes benchmark cybersecurity datasets including NSL-KDD and CIC-
IDS2017 to analyze malicious network activities and intrusion patterns within distributed
environments. Data preprocessing techniques such as normalization, feature selection, data
cleaning, and traffic classification are applied to improve data quality and model
performance.

The proposed framework uses distributed network nodes where local anomaly detection
models are independently trained without sharing raw sensitive network traffic data. Instead,
model parameters and updates are exchanged through a federated aggregation mechanism to
preserve privacy and support collaborative learning. Machine learning and deep learning
algorithms including Random Forest, XGBoost, Autoencoder, and Long Short-Term Memory
(LSTM) networks are implemented for cyber threat detection and anomaly classification.

To improve transparency and interpretability, Explainable Artificial Intelligence techniques
such as SHAP and LIME are integrated into the framework to explain anomaly predictions
and attack classifications. The performance of the proposed system is evaluated using metrics
including accuracy, precision, recall, Fl-score, ROC-AUC, detection latency, and
communication efficiency. The experimental results are comparatively analysed to determine
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the effectiveness of the framework in improving distributed cybersecurity intelligence,
privacy preservation, and explainable threat detection.

Methodology: Cognitive Threat Intelligence and Explainable Federated Security Analytics
for Distributed Infrastructure Systems
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This workflow illustrates Cognitive Threat Intelligence and Explainable Federated Security
Analytics for Distributed Infrastructure Systems

The methodology diagram represents the operational workflow of the proposed Cognitive
Threat Intelligence and Explainable Federated Security Analytics framework for distributed
infrastructure systems. The framework collects and preprocesses cybersecurity datasets
before applying federated learning to train distributed machine learning and deep learning
models such as XGBoost, LSTM, Random Forest, and Autoencoder at local client nodes.
Local model updates are aggregated through Federated Averaging to preserve privacy
without sharing raw data. Explainable Al techniques including SHAP and LIME are
integrated to improve transparency and interpretability in anomaly detection decisions.
Finally, the framework performs intrusion detection and evaluates system performance using
cybersecurity metrics such as accuracy, precision, recall, F1-score, ROC-AUC, and confusion
matrix analysis.

Research Design

This study adopts an empirical and experimental research design to develop and evaluate the
proposed Cognitive Threat Intelligence and Explainable Federated Security Analytics
framework. The research integrates Federated Learning, machine learning, deep learning, and
Explainable Artificial Intelligence techniques for privacy-preserving anomaly detection in
distributed infrastructure systems. Benchmark datasets such as NSL-KDD and CIC-IDS2017
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are used to evaluate system performance based on accuracy, precision, recall, F1-score, and
ROC-AUC

Dataset Selection and Data Collection

This study utilizes benchmark cybersecurity datasets including NSL-KDD and CIC-IDS2017
for anomaly detection and cyber threat analysis in distributed infrastructure environments.
These datasets contain both normal and malicious network traffic records representing
different types of cyberattacks such as DoS, DDoS, Probe, R2L, U2R, brute force, and web
attacks.

Data collection focuses on network traffic information, system logs, flow records, and
intrusion-related features relevant to distributed cybersecurity environments. The selected
datasets are widely used in cybersecurity research because they provide reliable and
standardized data for evaluating machine learning, deep learning, and federated learning-
based intrusion detection systems.

NSL-KDD Dataset
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(Source Link: https://www .kaggle.com/datasets/dhoogla/cicidscollection)

The NSL-KDD dataset has been chosen as the main dataset used for the research due to its
well acceptance for intrusion detection and anomaly detection purposes. The dataset has been
improved from the KDD99 dataset and cleaned up to eliminate redundant records that would
have a negative impact on machine learning. It includes attack categories like Denial of
Service (DoS), Probe, Remote-to-Local (R2L), User-to-Root (U2R) attacks [16]. The dataset
provides information on network traffic characteristics such as protocol type, service, source
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bytes, destination bytes, duration, and flag status, which are ideal for explainable anomaly
detection and federated learning experiments.
CIC-IDS2017 Dataset
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(Source Link: https://www.kaggle.com/datasets/biprobarai/cic-ids2017)

The proposed framework is validated using realistic and modern cyberattack traffic patterns
from the CIC-IDS2017 dataset. Modern attack scenarios such as Distributed Denial of
Service (DDoS), brute force attacks, botnet activities, Web attacks and port scanning have
been included in the dataset [17]. It offers realistic network flow features and modern traffic
behaviour which are suitable for evaluating intrusion detection systems in a distributed
network environment. The dataset is well suited for the research of federated learning and
explainable anomaly detection, fulfilling contemporary cybersecurity analysis and realistic
attack detection experiments.

A. Data Preprocessing

Data preprocessing is performed to improve data quality and enhance the performance of the
proposed cybersecurity framework. The preprocessing stage includes data cleaning, handling
missing values, removing duplicate records, and eliminating irrelevant features from the
datasets.

The collected data is normalized and transformed to ensure consistency and compatibility
with machine learning and deep learning models. Feature selection techniques are applied to
identify the most important network traffic attributes related to cyber threat detection and
anomaly classification. Finally, the datasets are divided into training and testing sets for
federated learning-based model training and performance evaluation.

Proposed Federated Learning Framework
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The proposed framework integrates Federated Learning, machine learning, deep learning, and
Explainable Artificial Intelligence techniques for privacy-preserving cyber threat detection in
distributed infrastructure systems. Local client nodes independently train models such as
Random Forest, XGBoost, Autoencoder, and LSTM without sharing raw sensitive data.
Federated Averaging is used for global model aggregation, while SHAP and LIME improve
the transparency and interpretability of anomaly detection decisions. The framework supports
scalable, intelligent, and explainable cybersecurity analytics for distributed network
environments.

Machine Learning and Deep Learning Algorithms

This study utilizes both machine learning and deep learning algorithms for anomaly detection
and cyber threat classification in distributed infrastructure systems. Machine learning models
such as Random Forest and XGBoost are applied for efficient classification and feature-based
threat analysis. Deep learning models including Autoencoder and Long Short-Term Memory
(LSTM) networks are used to detect complex attack patterns and abnormal network
behaviours. These algorithms support accurate, scalable, and intelligent cybersecurity
analytics within the federated learning environment.

System Implementation Tools

The proposed framework is implemented using various machine learning, deep learning,
federated learning, and data analysis tools. Python is used as the primary programming
language for model development and experimentation. Libraries and frameworks such as
TensorFlow, Keras, Scikit-learn, Pandas, NumPy, and Matplotlib are utilized for data
preprocessing, model training, visualization, and performance analysis. Federated Learning
operations are implemented using TensorFlow Federated, while Explainable Artificial
Intelligence techniques such as SHAP and LIME are applied for interpretable anomaly
detection and cybersecurity analytics.

Performance Evaluation Metrics

The effectiveness of the proposed federated threat intelligence and explainable anomaly
detection framework is assessed using typical machine learning and cybersecurity
performance indicators [26]. The metrics used for evaluating accuracy, reliability, scalability,
and efficiency of the intrusion detection system in a distributed network environment.
Accuracy

Accuracy is a metric that reflects the percentage of correct classifications of network traffic
instances from the total number of instances classified by the model.

Accuracy = (TP+TN )/(TP+TN+FP+FN)

Where:

TP = True Positive

TN = True Negative

FP = False Positive

FN = False Negative

Precision
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Precision is the ratio of the number of malicious traffic instances correctly predicted to the
total number of attack instances predicted.

Precision= TP/(TP+FP)

High precision = low false positive rate for anomaly detection.

Recall

Recall measures how well the model can correctly identify actual cyberattacks from the set of
data.

Recall=TP/(TP+FN )

High recall means that the system is able to detect malicious activity effectively.

F1-Score

F1-Score is a harmonic mean of precision and recall and offers a balanced evaluation of the
performance of anomaly detection.

F1-Score=2 x (PrecisionxRecall )/(Precision+Recall )

The metric is useful if the intrusion data set is imbalanced.

ROC-AUC

The overall classification ability of the intrusion detection system for all threshold levels is
evaluated using Receiver Operating Characteristic — Area Under Curve (ROC-AUC). ROC-
AUC is used as an indicator of better discriminating between normal and malicious network
traffic, with higher scores being better.

Detection Latency

The time needed by the proposed framework to detect anomalous network activities and
cyberattacks. Real-time ID capability is enhanced by lower latency.

Communication Overhead

Communication Overhead measures the cost of communication required to send federated
model parameters and updates from the distributed client nodes to the federated aggregation
server in collaborative learning.

Ethical Considerations

This study ensures the ethical use of cybersecurity datasets, privacy-preserving federated
learning techniques, and responsible Al practices. Sensitive raw network data is not directly
shared between distributed nodes, helping maintain data confidentiality and privacy. In
addition, Explainable Artificial Intelligence techniques are used to improve transparency,
accountability, and trust in Al-driven cybersecurity decisions.

8. CONCEPTUAL FRAMEWORK

The conceptual framework of this study illustrates the relationship between distributed
cybersecurity data, federated learning, machine learning and deep learning algorithms,
Explainable Artificial Intelligence techniques, and cybersecurity performance evaluation. The
framework begins with data collection and preprocessing from distributed infrastructure
environments using benchmark cybersecurity datasets. Federated Learning enables
distributed client nodes to collaboratively train cybersecurity models without sharing
sensitive raw network traffic data. Machine learning and deep learning algorithms such as
Random Forest, XGBoost, Autoencoder, and LSTM are used for anomaly detection and
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cyber threat classification. Explainable Artificial Intelligence techniques including SHAP and
LIME are integrated to improve the interpretability and transparency of cybersecurity
decisions.

The framework ultimately supports intelligent, privacy-preserving, scalable, and explainable
cyber threat detection for distributed infrastructure systems, while system performance is
evaluated using metrics such as accuracy, precision, recall, F1-score, and ROC-AUC.

Conceptual Framework: Cognitive Threat Intelligence and Explainable
Federated Security Analytics for Distributed Infrastructure Systems
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This framework illustrates Cognitive Threat Intelligence and Explainable Federated Security
Analytics for Distributed Infrastructure Systems

The conceptual framework diagram shows the overall architecture and operational flow of the
proposed Cognitive Threat Intelligence and Explainable Federated Security Analytics
framework for distributed infrastructure systems. The framework illustrates how distributed
data sources, federated learning, machine learning and deep learning models, and Explainable
Artificial Intelligence techniques work together to support privacy-preserving cyber threat
detection and anomaly analysis.

The diagram demonstrates the process of local model training at distributed client nodes,
federated aggregation for collaborative global learning, and explainable anomaly detection
using SHAP and LIME techniques. It also highlights important outcomes such as improved
intrusion detection accuracy, privacy preservation, collaborative threat intelligence,
transparency, and intelligent cybersecurity analytics for modern distributed infrastructure
environments.

9. RESULTS AND ANALYSIS
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The results and analysis evaluate the performance of the proposed Cognitive Threat
Intelligence and Explainable Federated Security Analytics framework in detecting cyber
threats within distributed infrastructure systems. Experimental results obtained from the
NSL-KDD and CIC-IDS2017 datasets demonstrate that the federated learning-based models
achieved effective anomaly detection and intrusion classification performance.

Machine learning and deep learning algorithms such as Random Forest, XGBoost,
Autoencoder, and LSTM showed strong performance based on evaluation metrics including
accuracy, precision, recall, Fl-score, ROC-AUC, and confusion matrix analysis. The
integration of Explainable Artificial Intelligence techniques such as SHAP and LIME
improved the transparency and interpretability of cybersecurity decisions while maintaining
privacy-preserving collaborative learning in distributed environments.

Analysis of Accuracy Comparison of Cognitive Threat Intelligence and Explainable
Federated Security Analytics

Accuracy Comparison of Cybersecurity Models

100 A 97 88% 96.35%

94.25% 92.31%
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Algorithms
Evaluation performed on NSL-KDD and CIC-IDS2017 datasets using 5-fold cross-validation.
Figure 1: This figure depicts the accuracy comparison of machine learning and deep learning
models for Cognitive Threat Intelligence and Explainable Federated Security Analytics in
distributed infrastructure systems.
The image shows that XGBoost achieved the highest accuracy among the evaluated models
for anomaly detection in distributed infrastructure systems. LSTM also demonstrated strong
performance, followed by Random Forest and Autoencoder. The comparison indicates that
machine learning and deep learning models provide effective intrusion detection performance
for Cognitive Threat Intelligence and Explainable Federated Security Analytics
environments.
Analysis of NSL-KDD Attack Category Distribution
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Figure 3: This image shows the distribution of normal and cyberattack category in NSL-KDD
dataset

The distribution of attack categories in the NSL-KDD dataset for the proposed federated
threat intelligence framework and explainable anomaly detection is shown in figure 3. The
chart shows the statistics of Normal traffic, Denial of Service (DoS), Probe, Remote-to-Local
(R2L), and User-to-Root (U2R) attacks [38]. DoS attacks are the most prevalent type of
attack within the data, as all categories contain the highest number of records. Normal traffic
is also a large percentage of the data sets, and is necessary to train balanced intrusive
detection models. The number of records for the probe attacks is approximately medium,
whereas for the R2L and U2R attacks, because of their less frequent and complex nature, the
number of records is comparatively small [39]. The attack categories distribution shows that
the data set is not balanced, which is a major class imbalance issue and highlights the need
for data pre-processing techniques, like dataset balancing and sampling, to enhance the
performance of the anomaly detection. The figure shows the variety of types of cyberattacks
for the evaluation of the proposed intrusion detection framework.

Analyzing the Explainable Al Feature Importance

Explainable Al Feature Importance Analysis
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Figure 5: This image shows Importance analysis of network traffic features using explainable
artificial intelligence technique
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The Explainable Artificial Intelligence (XAI) feature importance analysis in the proposed
Federated Threat Intelligence and Anomaly Detection (FTID) is shown in Figure 5. The
figure shows the percentages attributable to each of the network traffic features for intrusion
detection predictions [42]. Of the features evaluated, src_bytes had the largest importance
with the most points, meaning that the volume of data sent to the destination system is an
important factor in detecting malicious activity. The feature dst bytes also reached a high
importance, indicating that the volume of traffic that is destined to a final host is a good
indicator of whether it is an anomaly or not. Other characteristics like service, protocol and
flag, however, had relatively low importance scores but were also informative in attack
detection. Feature importance analysis helps increase transparency and interpretability of
machine learning-based intrusion detection systems, aiding cybersecurity analysts in
understanding the influence of different network attributes on anomaly detection [43].
Overall, the figure highlights the potential of Explainable Al (XAI) techniques to boost trust,
accountability, and decision-making in distributed cybersecurity settings.

Communication Overhead across Federated Nodes analysis

Communication Overhead Across Federated Nodes

160 1

Communication Overhead (MB)

Client 1 Client 2 Client 3 Client 4
Federated Client Nodes

Figure 6: This image illustrates the Communication overhead comparison between the
distributed federated client nodes during Collaborative learning

The proposed federated threat intelligence framework will generate the communication
overhead shown in Figure 6 across the various client nodes in the federated network [44].
This graph shows the amount of communication cost (in megabytes or MB) required when
exchanging model parameters and updates between distributed client nodes and a federated
aggregation server. During the federated learning operations, the communication overhead of
Client 1 was the lowest, suggesting it transmitted the parameters efficiently. Client 4,
however, showed the highest communication overhead, indicating more data exchanges
possibly because of the larger update to the model files or more complicated network
activities. Moderate communication costs were observed between Client 2 and Client 3 in the
collaborative learning process. The difference in the amount of communication overhead
between the federated nodes is due to the unevenness in the complexity of local training, the
size of the datasets, and the frequency of model synchronization [45]. The figure illustrates
that while federated learning enhances privacy protection and collaborative intrusion
detection, communication efficiency is still a crucial concern in distributed cybersecurity
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settings. To enhance scalability and real-time federated learning performance,

communication overhead needs to be optimized efficiently.
Average Performance Metrics Analysis

Average Performance Metrics Analysis
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Figure 7: This image displays the performance comparison of the intrusion detection models
on Average accuracy, precision and recall performance

The average performance metrics results of the proposed federated threat intelligence and
explainable anomaly detection framework is presented as shown in figure 7. The chart shows
the comparison of average values of Accuracy, Precision and Recall of the machine learning
and deep learning models implemented during experiments of intrusion detection [46]. Based
on the results, it is seen that all three evaluation measures have consistently high performance
of more than 90 percent, which is enough to conclude that the proposed approach is good and
effective in detecting malicious network activities in distributed environments. Accuracy had
the best average score, which means that the intrusion detection models were able to correctly
classify most network traffic instances. Also, precision performance was good, as the models
were able to keep a low false positive rate for cyberattack detection [47]. Likewise, Recall
showed to be highly effective in correctly recognizing real malicious actions from the
datasets. The system's performance is consistent across all metrics, showcasing its reliability,
stability, and efficiency in the collaborative analysis of cybersecurity incidents and explaining
the anomalies.

Analysis of Cyberattack Detection Rate

The cyberattacks detection rate analysis based on different attack categories in the proposed
federated threat intelligence and explainable anomaly detection framework is shown in
Figure 8. The graph shows the detection accuracy of Denial of Service (DoS), Probe,
Remote-to-Local (R2L) and User-to-Root (U2R) attack [48]. The findings show that the
model proposed by the authors was able to achieve the highest detection rate for DoS attacks,
achieving around 98%, thus proving the model's ability to detect high volume malicious
traffic patterns effectively. Probe attacks also had a high detection percentage of around 95%,
successfully identifying network scanning and reconnaissance attacks. R2L and U2R attacks
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had comparatively lower detection rates, as these attacks had more complex and less frequent
properties in the dataset [49].

Cyberattack Detection Rate Analysis
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Figure 8: This image displays the detection rate comparison of different categories of the
cyber attacks in the intrusion detection framework

The weaknesses of the lower detection rates for these attack categories indicate that there are
difficulties in detecting sophisticated privilege escalation and unauthorized access attacks. In
general, the figure shows that the proposed framework is effective in multiple attacks and
also has a good anomaly detection capability in the distributed cybersecurity environment.
Analysis of ROC-AUC Performance Comparison
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Figure 9: This image depicts a comparison of the performance of machine learning models
for federated intrusion detection
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The ROC-AUC performance comparison of the machine learning and deep learning
algorithms is shown in Figure 9 in the proposed federated threat intelligence and explainable
anomaly detection framework [50]. The Receiver Operating Characteristic — Area under
Curve (ROC-AUC) metric is used to assess the performance of intrusion detection models at
various classification thresholds to determine how well they can differentiate between normal
and malicious network traffic. From the graph, it can be observed that XGBoost performed
the best with an ROC-AUC score of ~0.98, which shows that it has the best capability of
classification and good discrimination between the attack traffic and normal traffic instances.
The LSTM model also achieved a high ROC-AUC score of around 0.97, indicating its
capability for identifying the sequential patterns of a cyberattack in distributed networks. The
Random Forest algorithm had a satisfying ROC-AUC of about 0.95, signifying a consistent
and precise performance in detecting intrusions [51]. However, the Autoencoder model had
the lowest ROC-AUC score out of the models evaluated due to the difficulty of the
unsupervised anomaly detection task. The figure illustrates the overall results, showing that
the advanced machine learning models greatly enhance the reliability of classification and the
capability of anomaly detection within federated cybersecurity systems.

Confusion matrix analysis for Federated Intrusion Detection Model

Confusion Matrix for Federated Intrusion Detection Model
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Figure 10: This image shows actual and predicted intrusions detection performance
classifications
The confusion matrix analysis of the proposed federated intrusion detection model in a
distributed network environment to classify the cyberattack is shown in figure 10 [52]. The
confusion matrix measures how well the model classifies network traffic, by looking at what
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labels the actual data has and what labels the model predicts that it has. As seen in the matrix,
the number of normal traffic instances that were classified correctly as normal were 950 and
the number of attack instances that were correctly classified as attacks were 987. As can be
seen, these values correspond to True Negatives and True Positives, meaning that the
capability of intrusion detection is high and the classification accuracy is high. There are also
35 False Positive predictions made by the matrix (false alarms), meaning that normal traffic
was incorrectly detected as an attack, and 28 False Negative predictions (misses), where an
attack was detected as normal traffic. The number of misclassifications is relatively small,
highlighting the proposed federated learning framework's ability to reduce classification
inaccuracies and enhance the reliability of cybersecurity [53]. In summary, the results of the
confusion matrix indicate that the proposed anomaly detection model effectively classifies
both normal and abnormal network traffic in distributed network environments, ensuring a
high accuracy of predictions and a good balance between the true and false positive rates.

10. DISCUSSION AND ANALYSIS

The results of this study demonstrate that the proposed Cognitive Threat Intelligence and
Explainable Federated Security Analytics framework can effectively improve cyber threat
detection in distributed infrastructure systems. The integration of Federated Learning with
machine learning and deep learning models enabled collaborative anomaly detection while
preserving data privacy across distributed network environments. Among the evaluated
algorithms, XGBoost achieved the highest detection accuracy, followed by LSTM, Random
Forest, and Autoencoder. The findings indicate that advanced machine learning and deep
learning techniques are highly effective in identifying malicious activities and complex
cyberattack patterns. In addition, the integration of Explainable Artificial Intelligence
techniques such as SHAP and LIME enhanced the transparency and interpretability of
anomaly detection decisions. The study highlights the importance of intelligent, explainable,
and privacy-preserving cybersecurity frameworks for securing modern distributed
infrastructure systems.

11. FUTURE WORK

Future research can focus on improving the scalability, communication efficiency, and real-
time threat detection capability of the proposed Cognitive Threat Intelligence and
Explainable Federated Security Analytics framework. Advanced deep learning and hybrid Al
models may be integrated to enhance anomaly detection performance in large-scale
distributed environments. Future studies may also explore blockchain-enabled federated
security architectures, adaptive threat intelligence systems, and real-time IoT and edge
computing cybersecurity applications. In addition, further research can investigate stronger
privacy-preserving techniques and more advanced Explainable Artificial Intelligence
methods to improve transparency, trust, and resilience in distributed cybersecurity systems.
12. CONCLUSION

This study proposed a Cognitive Threat Intelligence and Explainable Federated Security
Analytics framework for distributed infrastructure systems to improve privacy-preserving
cyber threat detection and anomaly analysis. The framework integrated Federated Learning,
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machine learning, deep learning, and Explainable Artificial Intelligence techniques to support
intelligent and transparent cybersecurity operations. Experimental results using benchmark
cybersecurity datasets demonstrated that models such as XGBoost, LSTM, Random Forest,
and Autoencoder achieved effective intrusion detection performance in distributed
environments. The integration of SHAP and LIME improved the interpretability and
transparency of cybersecurity decisions, while federated learning enhanced privacy protection
by avoiding centralized sharing of sensitive data. Overall, the proposed framework
contributes to the development of scalable, explainable, and intelligent cybersecurity
solutions capable of strengthening security and resilience in modern distributed infrastructure
systems.
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